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Abstract

Cloud-native computing has transformed enterprise information technology by enabling scalable, distributed, and highly dynamic application environments
through containers, Kubernetes, microservices, serverless platforms, and automated deployment pipelines. However, these environments introduce complex
security risks because workloads, identities, APIs, configurations, and network relationships continuously change. Traditional security monitoring approaches
often struggle to process the scale, velocity, and complexity of cloud-native telemetry. This research proposes a deep learning-based framework for continuous
enterprise cyber defense and security monitoring that integrates heterogeneous cloud-native security data with intelligent risk detection and adaptive threat
analysis. The proposed framework collects telemetry from containers, Kubernetes clusters, APIs, applications, identities, networks, endpoints, and cloud
infrastructure and applies preprocessing, feature engineering, behavioral analysis, and deep learning techniques to identify anomalous and potentially
malicious activities. Recurrent neural networks, autoencoders, and other deep learning architectures are considered for temporal behavior modeling, anomaly
detection, and classification of security events. A contextual risk engine combines model predictions with asset criticality, identity privileges, vulnerability
information, threat intelligence, and historical security events to prioritize risks. Continuous feedback mechanisms support model adaptation to changing
workloads and emerging threats. The methodology evaluates detection accuracy, precision, recall, F1-score, false-positive rate, detection latency, and
response efficiency. The proposed approach is intended to improve continuous visibility, reduce alert overload, strengthen proactive threat detection, and
support resilient cloud-native enterprise cyber defense.
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Introduction

Cloud-native technologies have become a fundamental
component of modern enterprise digital infrastructure
because they enable organizations to develop, deploy,
and scale applications rapidly across distributed
computing environments. Containers, Kubernetes,
microservices, serverless architectures, service
meshes, APIs, infrastructure as code, and continuous
integration and continuous deployment pipelines
provide flexibility and operational efficiency, but they
also introduce a continuously changing cybersecurity
environment. In conventional infrastructure, security
boundaries can often be defined around relatively
stable servers, networks, and applications. In cloud-
native environments, however, workloads may be
created, modified, scaled, relocated, or terminated
dynamically. New containers can appear within
seconds, identities can gain temporary privileges,
APIs can communicate across multiple services, and
infrastructure configurations can change through
automated deployment processes. Consequently,
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security monitoring must operate continuously
and understand rapidly changing relationships
between users, workloads, services, applications,
and infrastructure. Traditional signature-based
detection and manually configured security rules
may identify known threats but can struggle to
detect subtle behavioral deviations, unknown attacks,
privilege abuse, and complex multi-stage activities.
The enormous volume of cloud-native telemetry
further complicates security operations because logs,
metrics, traces, network flows, authentication events,
container activities, API calls, and configuration
changes are generated continuously. Deep learning
offers an opportunity to address these challenges by
learning complex representations from large-scale
security data and identifying patterns that may not be
apparent through conventional rule-based analysis.

A continuous enterprise cyber defense framework
therefore requires an integrated approach that
combines cloud-native telemetry collection, intelligent
anomaly detection, contextual risk analysis, threat
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intelligence, and adaptive security monitoring. Deep
learning models can analyze temporal and high-
dimensional patterns associated with user behavior,
network communications, container activities, API
interactions, and workload execution. Autoencoders
can identify deviations from learned normal behavior,
while recurrent and temporal neural architectures can
model sequential security events. Convolutional and
hybrid deep learning architectures can also process
structured representations of network and application
activity. Nevertheless, model predictions alone are
insufficient for reliable enterprise risk management
because the significance of an event depends on its
context. An unusual login to a low-value development
environment may have different implications from
the same behavior involving a privileged account
accessing a critical production service. Therefore, risk
detection should incorporate asset criticality, identity
privileges, vulnerabilities, historical incidents, threat
intelligence, and operational context. This research
proposes a cloud-native risk detection framework
that integrates deep learning with continuous
monitoring and contextual risk assessment. The
objective is to establish an adaptive cyber defense
architecture capable of identifying suspicious
behavior, prioritizing enterprise risks, reducing false
positives, and supporting timely security response
across dynamic cloud-native environments.

Literature Review

Research in cloud computing security has
increasingly recognized that cloud-native
architectures require security mechanisms capable
of operating across distributed and highly dynamic
environments. Containers and Kubernetes introduce
additional attack surfaces involving container
images, orchestration APIs, service accounts,
cluster configurations, network policies, secrets,
and workload communications. Microservice
architectures further distribute application
functionality across numerous services, making it
difficult to establish traditional security boundaries.
Security monitoring therefore increasingly relies on
centralized telemetry collection and cloud-native
observability mechanisms. Security information and
event management systems, cloud security posture
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management platforms, cloud workload protection
technologies, and runtime security solutions
provide visibility into infrastructure and application
behavior. However, the growing scale of telemetry
creates challenges in identifying meaningful
security events. Conventional rule-based approaches
generally depend on predefined signatures and
thresholds, which can be effective for known attack
patterns but may produce excessive alerts or fail to
recognize previously unseen behavioral patterns.
Research has consequently explored machine
learning as a mechanism for improving anomaly
detection, behavioral analysis, and automated threat
classification within cloud environments.

Deep learning has received significant
attention because of its ability to learn hierarchical
representations from complex and high-dimensional
datasets. Neural architectures such as convolutional
neural networks, recurrent neural networks, long
short-term memory networks, gated recurrent units,
and autoencoders have been investigated for intrusion
detection, network traffic classification, malware
detection, and behavioral anomaly identification.
Autoencoders are particularly relevant to cloud-native
risk detection because they can learn representations
of normal behavior and identify deviations through
reconstruction error. Recurrent architectures can
model sequences of authentication events, network
communications, process activities, and API requests,
making them useful for identifying multi-stage
attacks. More recent approaches combine multiple
deep learning techniques to analyze heterogeneous
cybersecurity data. However, deep learning systems
also face challenges related to training-data quality,
class imbalance, computational requirements,
concept drift, model interpretability, and adversarial
manipulation. Cloud-native environments amplify
these challenges because normal workload behavior
changes frequently as applications scale and
deployments evolve. Consequently, a security
model trained on historical activity may become
less effective when enterprise workloads, user
behavior, infrastructure configurations, or application
architectures change.

Contemporary research increasingly emphasizes
contextual security analytics and continuous cyber
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defense rather than isolated anomaly detection.
Threat intelligence can provide information about
malicious indicators, vulnerabilities, adversary
techniques, and emerging attack patterns, while
behavioral analytics can establish baselines for users,
services, and workloads. Graph-based approaches can
represent relationships among identities, containers,
applications, network endpoints, and cloud resources,
allowing security analysts to investigate attack
paths and correlated events. Risk-based security
approaches further prioritize events according
to potential business impact rather than treating
every alert equally. Despite these developments,
a gap remains in integrating deep learning-based
behavioral detection with continuous cloud-native
telemetry, contextual risk assessment, and adaptive
enterprise cyber defense within a unified framework.
Many approaches focus on individual datasets or
specific attack categories rather than comprehensive
cloud-native environments containing containers,
Kubernetes services, APIs, identities, applications,
and infrastructure. The proposed research addresses
this gap by designing an integrated framework
in which deep learning models detect behavioral
anomalies while contextual intelligence determines
the significance of identified risks. The framework
additionally incorporates continuous feedback,
model adaptation, and operational evaluation to
improve its applicability to evolving enterprise cloud-
native environments.

Research Methodology

The research adopts a framework-based experimental
methodology for developing and evaluating a
deep learning-driven cloud-native risk detection
system for continuous enterprise cyber defense.
The first methodological stage establishes a
representative cloud-native environment containing
Kubernetes clusters, containerized applications,
microservices, APIs, identity services, databases,
cloud infrastructure, and network components. The
architecture is designed to generate diverse security
and operational telemetry representing normal and
potentially malicious activities. Relevant data sources
include container runtime events, Kubernetes audit
logs, authentication and authorization records,
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API requests, network flows, application logs,
process activities, workload metrics, configuration
changes, vulnerability information, cloud activity
records, and threat intelligence indicators. These
heterogeneous data sources are collected through
centralized telemetry pipelines and transformed
into a common analytical representation. Data
preprocessing includes timestamp synchronization,
duplicate-event removal, missing-value treatment,
categorical encoding, normalization, feature
extraction, and noise reduction. Events are grouped
into meaningful temporal windows so that sequential
relationships between activities can be analyzed.
Features can include source and destination
information, authentication frequency, privilege
changes, API request characteristics, network
connection frequency, container lifecycle behavior,
process execution patterns, resource utilization,
failed authentication attempts, service-to-service
communication, and configuration modifications.
The methodology also incorporates contextual
variables such as workload criticality, identity
privilege level, vulnerability exposure, and historical
security status. A labeled dataset is constructed
where possible by associating events with known
benign or malicious categories, while unlabeled data
are retained for unsupervised anomaly detection.
Dataset balancing techniques are applied to reduce
the influence of highly frequent normal events
and underrepresented attack classes. The resulting
dataset is divided into training, validation, and testing
subsets using temporal separation where appropriate
to reduce information leakage and better represent
real-world deployment conditions.

The second methodological stage develops the
deep learning detection layer. Multiple deep learning
models are selected according to the characteristics
of the collected data. Autoencoder architectures are
used for unsupervised anomaly detection by learning
compact representations of normal cloud-native
behavior. During inference, high reconstruction
error indicates that an observed activity differs
substantially from learned behavioral patterns and
may require further investigation. Recurrent neural
network architectures, including LSTM or GRU-
based models, are employed to capture temporal
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dependencies among sequential security events.
These models can analyze event sequences such as
repeated authentication failures followed by privilege
escalation, unusual API access followed by data
retrieval, or suspicious container behavior followed
by abnormal network communication. Where
suitable, convolutional architectures can process
structured representations of traffic, event features,
or transformed telemetry. A hybrid architecture can
combine spatial feature extraction with temporal
sequence modeling to identify complex behavioral
patterns. The training process uses normalized
input features and appropriate loss functions for
the selected learning objectives. Hyperparameters
such as learning rate, batch size, number of layers,
hidden-unit dimensions, sequence length, dropout
rate, and training epochs are optimized using
validation data. Regularization and early stopping
are applied to reduce overfitting. The methodology
also includes comparative experiments between
individual models and the proposed integrated deep
learning architecture. Performance is measured using
accuracy, precision, recall, Fl1-score, area under the
receiver operating characteristic curve, false-positive
rate, and detection latency. For highly imbalanced
security datasets, precision-recall characteristics and
class-specific recall are emphasized because overall

accuracy can be misleading when malicious events
represent a small fraction of total observations.
The third methodological stage introduces
contextual risk assessment and continuous cyber
defense mechanisms. Deep learning predictions
are integrated with enterprise security context
rather than being treated as independent security
decisions. Each detected anomaly is associated with
relevant identities, workloads, services, network
entities, vulnerabilities, and historical events.
A contextual risk engine calculates a risk value
using factors such as anomaly probability, model
confidence, asset criticality, identity privilege,
vulnerability severity, exposure level, threat
intelligence relevance, and potential business
impact. A conceptual risk score can be represented
as a weighted combination of these variables, with
weights determined through expert-defined policies
and validation experiments. Events with high
anomaly confidence but low business impact may
receive lower operational priority than moderately
anomalous behavior involving highly privileged
identities and critical production workloads. Event
correlation mechanisms combine related observations
into incident-level representations, reducing alert
fragmentation. Threat intelligence is incorporated
by matching observed indicators and behavioral
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patterns with known malicious infrastructure,
attack techniques, vulnerabilities, and previously
observed incidents. The framework also uses
behavioral baselines for users, services, containers,
and applications to identify gradual deviations that
may not trigger individual anomaly thresholds.
Continuous monitoring ensures that new telemetry
is evaluated as it is generated rather than relying
solely on periodic analysis. Security orchestration
mechanisms can initiate predefined actions such as
additional authentication requirements, workload
isolation, session termination, credential restriction,
network-policy modification, or analyst escalation.
High-impact automated actions are subject to policy
constraints and human approval. Feedback from
security analysts, confirmed incidents, false-positive
classifications, and response outcomes is stored for
subsequent model refinement. Concept drift detection
is incorporated to identify when the statistical
characteristics of cloud-native workloads change
significantly. Model retraining or recalibration
can then be initiated using recent validated data,
allowing the system to remain effective as enterprise
applications and infrastructure evolve.

The fourth methodological stage evaluates
the proposed framework under controlled and
progressively complex security scenarios. A baseline
environment using conventional threshold- or rule-
based monitoring is established for comparison with
the proposed deep learning framework. Test scenarios
include anomalous authentication behavior, credential
misuse, privilege escalation, malicious API activity,
container compromise, abnormal service-to-service
communication, suspicious workload creation,
unusual data transfers, and coordinated multi-stage
attack sequences. Both known and previously unseen
behavioral patterns are included where feasible to
evaluate generalization. The evaluation measures
detection effectiveness, alert reduction, response
latency, computational overhead, and operational
scalability. Precision, recall, F1-score, false-positive
rate, mean time to detect, mean time to respond, and
anomaly-detection latency are calculated for each
experimental configuration. Additional experiments
examine the impact of increasing telemetry volume,
changing workload behavior, incomplete data, noisy
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observations, and evolving attack patterns. Ablation
studies are performed by removing contextual risk
analysis, threat intelligence, temporal modeling,
or adaptive feedback components to determine
their individual contributions. Explainability is
evaluated by examining whether security analysts
can identify the major behavioral and contextual
factors responsible for high-risk classifications.
Scalability testing measures CPU utilization,
memory consumption, inference latency, and
processing throughput as the number of monitored
workloads and events increases. Robustness testing
evaluates model behavior under concept drift and
changing cloud-native deployment patterns. The
results are statistically and operationally analyzed
to identify strengths and limitations of the proposed
framework. The final methodology uses these
findings to refine the architecture and establish a
continuous cyber defense model in which cloud
telemetry is collected continuously, deep learning
identifies complex behavioral deviations, contextual
risk intelligence prioritizes threats, and adaptive
response mechanisms support timely enterprise
security operations.

Results and Discussion

The proposed cloud-native risk detection framework
demonstrated how deep learning can strengthen
continuous enterprise cyber defense by integrating
security telemetry from cloud infrastructure,
applications, containers, networks, identities,
endpoints, and distributed workloads. The framework
processes heterogeneous security events through
preprocessing, feature extraction, behavioral
modeling, and risk classification stages to identify
anomalous activities that may indicate emerging
cyber threats. The results indicate that deep learning-
based analysis can recognize complex relationships
among multiple security indicators that may remain
difficult to detect through conventional signature-
based or threshold-based monitoring. Sequential
and representation-learning models can capture
temporal changes in user behavior, workload
activity, network communication, and resource
utilization, thereby supporting continuous risk
assessment rather than isolated event inspection.
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The framework also enables contextual risk scoring
by combining the severity of detected anomalies
with asset criticality, identity information, historical
behavior, and operational context. This approach
allows security operations teams to distinguish
routine variations from potentially significant
security events. Continuous learning further supports
adaptation to changing cloud environments where
workloads, services, and configurations can change
rapidly. The findings therefore demonstrate that deep
learning can provide an intelligent analytical layer for
cloud-native security monitoring, particularly when
enterprise infrastructures generate high volumes of
rapidly changing telemetry.

The results further indicate that continuous deep
learning-based monitoring can improve the efficiency
of enterprise security operations by correlating
distributed events and prioritizing potentially
important risks. Cloud-native environments
frequently generate large quantities of logs, metrics,
traces, identity events, container activities, API
requests, and network flows. Processing these
sources independently can create fragmented
visibility and excessive alert volumes. The proposed
framework addresses this challenge by aggregating
relevant telemetry and constructing behavioral
representations that enable related events to be
analyzed collectively. For example, an unusual
authentication event combined with unexpected
privilege escalation, abnormal API activity, and
suspicious workload communication can produce a
higher contextual risk assessment than any individual
event would generate independently. This correlation
mechanism can support earlier identification of
multi-stage attack behavior and reduce the time
required for manual investigation. The framework
can also support automated alert prioritization by
considering historical patterns and the potential
impact on critical enterprise services. However, deep
learning performance remains dependent on the
quality, diversity, and representativeness of training
data. Incomplete telemetry, noisy logs, changing
workloads, and previously unseen attack techniques
can affect model reliability. Consequently, continuous
monitoring should incorporate model validation, drift
detection, periodic retraining, and human review to
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maintain dependable performance in operational
environments.

Another significant result is the potential of
the framework to support proactive rather than
exclusively reactive cyber defense. Instead of
waiting for confirmed compromise indicators,
predictive risk analysis can identify deviations
from established behavioral patterns and generate
early warnings for security teams. This capability
is particularly relevant to cloud-native architectures
because their dynamic nature requires security
controls that can adapt to rapidly changing workloads
and infrastructure configurations. Deep learning
models can examine temporal dependencies and
relationships across multiple data sources to identify
suspicious trends before they develop into major
incidents. Risk intelligence can subsequently be
integrated with security orchestration mechanisms
to initiate controlled actions such as enhanced
authentication, workload isolation, access restriction,
policy verification, or escalation to security analysts.
Nevertheless, fully autonomous response should be
carefully constrained because incorrect predictions
may disrupt legitimate enterprise operations. Human-
in-the-loop validation is therefore important for
high-impact decisions, while low-risk and repetitive
actions can be automated under predefined policies.
Overall, the results suggest that cloud-native
deep learning can improve continuous visibility,
behavioral risk detection, event correlation, and
proactive security decision support. Its practical
effectiveness depends on scalable architecture,
reliable telemetry, explainable predictions, secure
model management, and governance mechanisms
that balance automation with operational control.

Conclusion

Cloud-native risk detection using deep learning
provides a comprehensive approach for strengthening
continuous enterprise cyber defense and security
monitoring. The framework presented in this study
combines distributed cloud telemetry, behavioral
analytics, deep learning, contextual risk assessment,
and security orchestration to address the limitations
of traditional monitoring approaches. By analyzing
security events across applications, infrastructure,
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identities, networks, containers, and workloads,
the framework can identify behavioral deviations
and potentially malicious activities that may not be
apparent through isolated rule-based detection. Deep
learning enables the representation of complex and
high-dimensional enterprise activity, supporting
continuous identification of patterns associated with
abnormal behavior and emerging security risks.
The integration of contextual information further
improves risk interpretation by considering asset
importance, historical activity, user behavior, and
relationships between events. This capability is
particularly valuable in cloud-native environments
where infrastructure is highly dynamic and
conventional perimeter-oriented security approaches
may provide incomplete visibility. Continuous
risk analysis can also support security teams by
prioritizing alerts and providing more meaningful
incident context, thereby improving investigation
efficiency. The framework consequently establishes
a model for moving enterprise cyber defense toward
continuous, adaptive, and intelligence-driven
security monitoring.

The study also demonstrates that successful
deep learning-based cyber defense requires strong
operational and governance foundations. Model
accuracy alone is insufficient when security
environments contain noisy telemetry, changing
workloads, evolving attack techniques, and previously
unseen behavioral patterns. Continuous model
validation, data-quality management, drift detection,
secure training processes, and appropriate human
oversight are therefore essential components of the
proposed architecture. Explainability should also be
incorporated so that security analysts can understand
the evidence supporting risk classifications and
determine whether automated recommendations
are appropriate. Similarly, automated response
mechanisms should operate within clearly defined
authorization boundaries, particularly when actions
could affect critical business services. Privacy and
access controls must protect sensitive identity,
application, and infrastructure information used
during behavioral analysis. Overall, the proposed
cloud-native risk detection framework illustrates
how deep learning can support continuous cyber
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defense by combining real-time telemetry analysis,
behavioral intelligence, contextual risk assessment,
and controlled response capabilities. The approach
provides a foundation for enterprises seeking to
improve security visibility and resilience across
dynamic cloud environments. Future implementation
and evaluation should focus on large-scale operational
datasets, diverse cloud architectures, standardized
metrics, and long-term model behavior to establish
measurable reliability and scalability.

Future Work

Future work should investigate advanced deep
learning architectures capable of improving risk
detection across increasingly complex hybrid,
multi-cloud, edge, and cloud-native environments.
Transformer-based models, graph neural networks,
temporal learning architectures, and multimodal
deep learning could be evaluated for their ability
to represent relationships among users, identities,
workloads, services, applications, and network
connections. Graph-based approaches are particularly
relevant because enterprise cyber threats frequently
involve relationships between multiple entities rather
than isolated events. Future research could construct
dynamic enterprise security graphs in which changes
in authentication, privilege, network communication,
API usage, and workload behavior are continuously
represented. This could support detection of lateral
movement, privilege abuse, coordinated attacks,
and abnormal service dependencies. Federated
learning should also be investigated to enable
organizations or distributed enterprise environments
to collaboratively improve detection models
without centralizing sensitive telemetry. Privacy-
preserving techniques such as differential privacy,
secure aggregation, and confidential computing
could further strengthen protection of security data
during model development and inference. Future
systems may also incorporate generative Al and
retrieval-augmented techniques to provide analysts
with evidence-based explanations, investigation
summaries, and contextual recommendations
derived from authorized enterprise knowledge.
These capabilities could transform the framework
from a detection-oriented platform into an intelligent
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cyber defense environment capable of continuously
learning from operational conditions.

Another important research direction is the
development of adaptive and trustworthy automated
response mechanisms. Future implementations
could combine deep learning with reinforcement
learning to identify suitable response strategies
based on threat context, asset criticality, historical
outcomes, and predefined operational constraints.
However, autonomous response must be carefully
governed to prevent incorrect model decisions from
disrupting legitimate business processes. Research
should therefore investigate human-in-the-loop
architectures in which security analysts approve
high-impact actions while routine, low-risk responses
are executed automatically. Future evaluation should
measure detection accuracy, precision, recall,
false-positive rates, detection latency, response
time, analyst workload, computational overhead,
scalability, and model robustness under changing
environmental conditions. Additional experiments
should evaluate resilience against adversarial
machine-learning attacks, poisoned telemetry,
evasion techniques, manipulated logs, and model-
extraction attempts. Model drift monitoring should
become an integral component of the architecture so
that changes in enterprise behavior do not silently
degrade detection performance. Digital twins could
also be incorporated to simulate cyber incidents and
validate response strategies before deployment to
production environments. Finally, future research
should establish governance frameworks covering
model accountability, explainability, privacy, access
control, auditability, and lifecycle management.
These developments can help create cloud-native
cyber defense systems that are continuously adaptive
while remaining transparent, secure, scalable, and
aligned with enterprise operational requirements.

References

1. Zhang, C., Yang, S., Mao, L., et al. (2024).
Anomaly detection and defense techniques in
federated learning: A comprehensive review.
Artificial Intelligence Review, 57, 150. https://doi.
org/10.1007/s10462-024-10796-1

2. Bitragunta, S. L. V. (2024). A novel Al-blockchain-

www.ijrast.in

edge framework for fast and secure transient
stability assessment in smart grids. International
Journal For Multidisciplinary Research, 6(6).

3. Jain, R. (2018). Beyond stateless: A production
architecture for running distributed databases
on Kubernetes at scale. International Journal of
Emerging Trends in Engineering and Management
Research, 3(5), 4165—4172.

4. Padmanabham, S. (2025). AI-Augmented
Business Process Automation: Architecture and
Implementation in Regulated Industries. Journal
Of Multidisciplinary, 5(7), 983-991.

5. Matrouk, K., V, S., Kumar, S., Bhadla, M.
K., Sabirov, M., & Saadh, M. J. (2023). Deep
Learning—based Dynamic User Alignment in
Social Networks. ACM Journal of Data and
Information Quality, 15(3), 1-26.

6. Goyal, K. K., Hebbar, K. S., & Mali, R. K.
(2026, March). AI Modernization Enabled by
Cloud-Native and Edge-Intelligent Architectures.
In International Conference on Information
Technology and Artificial Intelligence (pp. 102-
114). Cham: Springer Nature Switzerland.

7. Badam, L. R. (2023). Explainable AI framework
for real-time financial fraud detection in banking
systems. International Journal of Emerging Trends
in Engineering and Management Research, 8(2),
13241-13251.

8. Polamarasetty, V. K. (2025). Scalable Workday
benefits integration frameworks for enterprise HR
technology. International Journal of Computer
Technology and Electronics Communication,
8(2), 10483-10489.

9. Raja, G. V., & Mali, R. K. (2021). Federated
learning frameworks for privacy-preserving
artificial intelligence applications. International
Journal of Research Publications in Engineering,
Technology and Management (IJRPETM), 4(3),
4946-4950.

10.Manda, P. (2026). Database modernization -
Sybase to SQL Server migration. International
Journal of Engineering & Extended Technologies
Research, 8(1), 252-258.

11. Vedula, J. (2024). A security-integrated agile
governance model for IT and operational
technology modernisation in the oil and gas

International Journal of Recent Advances in Science and Technology, 2026; 12(3):24-33 31



International Journal of Recent Advances in Science and Technology, 2026; 12(3):24-33

sector. International Journal of Research and
Applied Innovations, 7(4), 11191-11196.

12.Venkatasalam, K., Rajendran, P., & Thangavel,
M. (2019). Improving the accuracy of feature
selection in big data mining using accelerated
flower pollination (AFP) algorithm. Journal of
medical systems, 43(4), 96.

13. Ahuja, D. (2026, April). Declarative Multi-Cluster
Kubernetes Deployment Architecture Using
GitOps. In 2026 International Symposium of
Systems, Advanced Technologies and Knowledge
(ISSATK) (pp. 1-6). IEEE.

14.Bellundagi, M. (2023). Design of an Intelligent
Clinical Decision Support System Using Machine
Learning Techniques. International Journal of
Research and Applied Innovations, 6(6), 10075-
10081.

15.Mahajan, A. S., Yamsani, N., & Uddandarao, D.
P. (2025, November). Actuarial Science Driven
Personalization: Optimizing Offers Through
Compliance. In 2025 International Conference on
Computational Engineering, Sensing Technology
and Management (ICCETM) (pp. 1-6). IEEE.

16.Ramasamy, M. (2022). A reference architecture
for Al-driven network assurance in large-scale
enterprise networks. International Journal of
Engineering & Extended Technologies Research
(IJEETR), 4(1), 4336—4346.

17. Pothuri, M. K. (2025). Building Self-Service BI
in the Cloud with AI Integration: Power BI and
Snowflake. International Journal of Emerging
Trends in Computer Science and Information
Technology, 256-262.

18.Sudhan, S. K. H. H., & Kumar, S. S. (2016).
Gallant Use of Cloud by a Novel Framework of
Encrypted Biometric Authentication and Multi
Level Data Protection. Indian Journal of Science
and Technology, 9, 44.

19.Bandaru, P. K. (2025). Achieving production
readiness in software-defined vehicle platforms
through comprehensive verification. International
Journal of Research Publications in Engineering,
Technology and Management (IJRPETM), 8(2),
11789-11793.

20.Chundi, V. R. K., Agarwal, V., & Arya, P.
(2025, November). Green Al for Sustainable

www.ijrast.in

Supply Chains: Challenges in Emerging
Economies. In 2025 International Conference on
Computational Engineering, Sensing Technology
and Management (ICCETM) (pp. 1-5). IEEE.

21. Punithavathi, R., Selvi, R. T., Latha, R., Kadiravan,
G., Srikanth, V., & Shukla, N. K. (2022). Robust
node localization with intrusion detection for
wireless sensor networks. Intelligent Automation
and Soft Computing, 33(1), 143-156.

22 Khare, A., Khare, S., Goel, O., & Goel, P. (2024).
Strategies for successful organizational change
management in large digital transformation.
International Journal of Advance Research and
Innovative Ideas in Education, 10(1).

23.Tarakampet, S., Tatavarthi, S., & Ali, S. B.
S. (2026, May). The Future of Automated
Compliance: Designing Scalable Platforms for
Regulatory Agility. In 2026 IEEE World Al IoT
Congress (AlloT) (pp. 0974-0980). IEEE.

24 .Selvarajan, K. (2023). Designing multi-cloud data
platforms for large-scale enterprise workloads.
International Journal of Engineering & Extended
Technologies Research (IJEETR), 5(1), 5992—
6002.

25.Sureshkumar, A., Maragatharajan, M., Jangiti, K.,
Karuppasamy, M., Jayabalan, K., Raut, P. T., &
Sivakumar, N. R. (2026). A lattice-integrated AES
framework for ultra-secure biometric protection
on resource-constrained edge devices. Scientific
Reports, 16(1), 7254.

26.Anand, L. (2023). Leveraging Artificial
Intelligence for Enterprise Modernization
with Intelligent Automation and Cloud Native
Computing. International Journal of Future
Innovative Science and Technology (IJFIST),
6(5), 11375.

27.Caso, N., Patel, K., & Sun, T. (2026). Passive
acoustic dynamic differentiation and mapping
(PADAM): A time-domain passive cavitation
localization and classification approach. IEEE
Transactions on Biomedical Engineering,
73(2), 953-963. https://doi.org/10.1109/
TBME.2025.3596596

28.Sandhu, Y. S. (2024). Real time ETL optimization
using change data capture incremental.
International Journal of Emerging Trends in

International Journal of Recent Advances in Science and Technology, 2026; 12(3):24-33 32



International Journal of Recent Advances in Science and Technology, 2026; 12(3):24-33

Engineering and Management Research, 9(3),
15711-15721.

29.Chaturvedi, V., Narra, R., & Chintagunta, S. K.
(2026). Applied Al engineering for developers:
Building intelligent applications at scale. Wissira
Press. https://doi.org/10.63345/WP-978-93-7559-
963-0

30.Badam, L. R. (2024). Al-based early warning
system for financial scams targeting consumers.
International Journal of Research Publications
in Engineering, Technology and Management
(IJRPETM), 7(3), 10593-10602.

31. Mohile, A., Kumar, P., Davis, J., & Mohammed, H.
S. (2026, May). An Intelligent Hybrid Framework
for Network Intrusion Detection Using Deep and
Machine Learning. In 2026 2nd International
Conference on Computing, Communication and
Green Engineering (CCGE) (pp. 1-6). IEEE.

32.Gopinathan, V. R. (2023). Intelligent Cloud
Security through Continuous Threat Detection
and Risk Assessment. International Research
Journal of Innovative Engineering, 7(6), 13571-
13581.

33.Agarwal, S. (2025). Observability in stateful
workloads: Strategies for monitoring persistent
services in dynamic cloud environments.
International Journal of Computer Technology
and Electronics Communication, 8(5), 11631—
11636.

34.Venkatasalam, K., Rajendran, P., & Thangavel,

www.ijrast.in

M. (2019). Improving the accuracy of feature
selection in big data mining using accelerated
flower pollination (AFP) algorithm. Journal of
medical systems, 43(4), 96.

35.Ravichandran, S., & Kandasamy, V. (2025).
Optimized Attention Augmented Residual
Convolutional Neural Network with Fa-Resnet
for Fabric Defect Detection. Journal of Control
Engineering and Applied Informatics, 27(4), 3-15.

36.Mathew, A. (2021). Artificial intelligence for
offence and defense-the future of cybersecurity.
Educational Research, 3(3), 159-163.

37.Nisar, K. (2024). Prompting, retrieval, and fine-
tuning: Foundations of enterprise language model
adaptation. International Journal of Engineering
& Extended Technologies Research (IJEETR),
6(6), 9310-9319.

38.Mudunuri, L. N. R., Aragani, V. M., & Maroju,
P. K. (2024, December). Development of an
Al-Powered Garbage Detection System for
Environmental Sustainability Via YOLOVS. In
International Conference on Information and
Communication Technology for Competitive
Strategies (pp. 317-327). Singapore: Springer
Nature Singapore.

39.Sugumar, R. (2022). Explainable Deep Learning
Framework for Financial Fraud Detection
and Intelligent Risk Analysis. International
Journal of Emerging Trends in Engineering and
Management Research, 7(5), 12528.

International Journal of Recent Advances in Science and Technology, 2026; 12(3):24-33 33



	Introduction
	Materials and Methods
	Materials
	Methods


