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Introduction
Many organizations have invested in enterprise 
risk management, yet its effectiveness is frequently 
questioned. Power (2009) argues that ERM can 
become “the risk management of nothing”: an 
elaborate apparatus of frameworks, registers, and 
documentation that creates the appearance of control 
while doing little to manage real risks. Kaplan 
and Mikes (2012) show that risks differ in kind. 
Preventable risks inside the organization, strategy 
risks taken on deliberately for reward, and external 
risks beyond the organization’s control each require 
a different management approach. Treating all 
risks with the same rule-based controls is therefore 
ineffective.

Regulators increasingly expect a risk-based 
approach. The Financial Action Task Force’s 

guidance for the banking sector calls on institutions 
to identify and assess their risks and apply stronger 
measures where risks are higher and simplified 
measures where they are lower (FATF, 2014). The 
principle generalizes well beyond financial crime. 
Controls should be proportionate to risk.

Proportionate control is hard to achieve with 
conventional systems, which apply fixed process paths 
to every case. Two technological developments make 
it practical. First, configurable workflow architecture 
allows control steps, approvals, and escalations 
to be defined as configuration (Basireddy, 2022). 
Research on flexible process-aware information 
systems shows how processes can vary and adapt 
at run time (Reichert & Weber, 2012). Second, 
cloud computing provides scalable infrastructure 
to evaluate risk continuously and deliver adaptive 
workflows across the enterprise (Marston et al., 2011; 
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Sannidhanam, 2020). Self-healing mechanisms keep 
that infrastructure resilient (Sannidhanam, 2023).

Adaptive control also needs better risk signals. 
Customer engagement platforms hold interaction 
histories that reveal emerging problems (Sannidhanam 
& Alladi, 2017). Analysis of customer complaints can 
surface issues that traditional risk indicators miss 
(Bastani et al., 2019).

This article asks: How can ERM be transformed 
through cloud computing and adaptive workflow 
architecture so that controls are proportionate to 
risk and respond as risk changes? It contributes a 
mapping of the evidence base (Figures 1 and 2), a 
risk-tiered control model, a mapping of adaptation 
strategies to risk categories, a reference architecture 
(Figure 3), an adaptation loop (Figure 4), safeguards 
for adaptive control, and an illustrative application.

Related Work
Critiques and evolution of ERM
Power (2009) argues that ERM tends to turn risk 
management into a process of documentation and 
assurance. It can create a sense of control while 
leaving real uncertainty unmanaged, because 
standardized frameworks favor what can be audited 
over what matters. Kaplan and Mikes (2012) propose 
distinguishing three categories of risk. Preventable 
risks are best managed through rules and controls. 
Strategy risks require discussion and judgment about 
acceptable exposure. External risks require scenario 
analysis and resilience. Together, these works suggest 
that transformation should make risk management 

more discriminating, applying the right approach to 
each risk and case.
The risk-based approach
The Financial Action Task Force’s guidance on 
a risk-based approach for banks (FATF, 2014) 
describes how institutions should assess the risks 
posed by customers, products, delivery channels, and 
geographies. They should apply enhanced measures 
to higher-risk situations and simplified measures to 
lower-risk ones, and keep assessments up to date. 
This provides a regulatory model for proportionate, 
adaptive control.
Configurable and flexible workflows
Basireddy (2022) proposes configurable enterprise 
workflow architecture for digitizing risk management. 
Identification, assessment, approval, escalation, and 
remediation are defined as configurable workflows 
with audit trails. Reichert and Weber (2012) describe 
how process-aware information systems can 
support flexibility through variability, adaptation, 
and evolution. Variability means defining process 
variants for different contexts. Adaptation means 
changing a running process instance in response 
to events. Evolution means changing the process 
definition over time. Together, these works show 
that workflows can select and adjust control steps 
according to context while remaining governed and 
traceable.
Cloud computing

Marston et al. (2011) examine cloud computing 
from a business perspective. They highlight lower 
costs, rapid scalability, and access to computing 

Figure 1: Number of reviewed studies primarily supporting each theme (n = 10)
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resources on demand, as well as concerns such as 
security, compliance, and dependence on providers. 
Sannidhanam (2020) presents a comparative analysis 
of cloud computing architectures for enterprise 
applications, showing that the right architecture 
depends on each application’s needs for scalability, 
performance, cost, security, and manageability. 
Continuous risk scoring and adaptive workflows need 
elastic computing resources, and their architecture 
must be chosen with these trade-offs in mind.
Self-healing systems
Sannidhanam (2023) examines self-healing 
distributed systems using AI-driven failure prediction 
and automated recovery. Models trained on telemetry 
predict failures, and automated actions restore 
service. When controls depend on real-time risk 
scoring, a failure of the scoring service could leave 
cases uncontrolled, so self-healing and safe fallbacks 
become part of risk management itself.

Customer engagement and complaint data
Sannidhanam and Alladi (2017) describe cloud-
based customer relationship management systems for 
improved patient engagement in healthcare. These 
systems integrate interactions across channels into 
a unified, continuously updated view of each person. 
The same capability gives organizations rich risk 
signals, such as repeated contacts, dissatisfaction, and 
signs of vulnerability or distress. Bastani et al. (2019) 
applied topic modeling to a large public database of 
consumer financial complaints and identified the 
main themes and how they changed over time. Their 
work shows that complaint text can reveal emerging 
problems systematically.
Research gap
These studies critique uniform ERM, promote 
risk-based approaches, and provide configurable 
and f lexible workflows, cloud and self-healing 
infrastructure, and customer signal analytics. They 
have not been combined into an architecture in which 

Figure 2: Reviewed studies by publication year (n = 10)

Table 1: Risk tiers and matching control intensity

Risk tier Typical indicators Verification Approval Monitoring Customer handling

Low Established relationship, 
consistent behavior, no 
adverse signals

Simplified, 
automated

Automatic within 
limits

Periodic Standard service

Medium Some unusual activity or 
limited history

Standard checks Single reviewer 
above limits

Regular Standard service 
with follow-up

High Adverse signals, unusual 
patterns, complaint themes

Enhanced checks Senior approval Frequent, near 
real time

Proactive contact

Critical Strong indicators of harm, 
fraud, or vulnerability

Full manual 
review

Specialist 
decision

Continuous Specialist handling, 
protective measures
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Table 2: Adaptation strategies by category of risk

Risk category Example Adaptation strategy Human role

Preventable Fraudulent applications, 
policy breaches

Automatic control intensification by risk tier Review of high and critical 
tiers

Strategy Credit appetite, growth 
targets

Configurable thresholds adjusted within 
appetite set by management

Risk committee sets and 
reviews appetite

External Economic shocks, regulatory 
change

Scenario-triggered changes to workflow 
variants and tiers

Leadership approves scenario 
responses

Table 3: Pitfalls of adaptive control and safeguards

Pitfall Description Safeguard Supporting studies

Gaming Bad actors learn how to appear low 
risk

Random sampling of low-tier cases, 
varied indicators

FATF (2014)

Drift Scoring becomes less accurate as 
behavior changes

Outcome-based recalibration and 
monitoring

Kaplan & Mikes (2012)

Unfairness Some customer groups consistently 
placed in higher tiers

Regular fairness review of tier 
outcomes by group

Sannidhanam & Alladi (2017)

Silent failure Scoring service outage leaves cases 
uncontrolled

Self-healing and conservative default 
tier

Sannidhanam (2023)

Box-ticking Adaptive rules followed mechanically 
without judgment

Human review for strategy and 
external risks, qualitative reporting

Power (2009)

Untraceable changes Tiers and thresholds changed 
without accountability

Configuration changes approved and 
logged

Basireddy (2022)

workflows adapt control intensity to risk in real time. 
This article provides one.

Research Methodology
The study follows a design-oriented research 
approach. The problem, that ERM applies uniform 
controls that are neither efficient nor effective, was 
identified from the literature. Requirements were 
derived from the reviewed studies: proportionate 
controls, differentiation by risk category, runtime 
adaptation, rich and current risk signals, scalable and 
resilient infrastructure, and safeguards against the 
weaknesses of both uniform and adaptive control. 
The risk-tier model, architecture, and adaptation loop 
were designed from ten studies and demonstrated 
through an illustrative fintech case.

To make the evidence base transparent, each 
study was assigned to the theme it primarily supports. 
Figure 1 shows the distribution across themes, and 
Figure 2 shows the studies by publication year. These 
figures describe the literature used in this article. 
They are not performance measurements. The 

approach has not been evaluated empirically, which 
is left to future work.

The studies are evenly spread. ERM thinking, 
adaptive workflow, cloud computing, and customer 
signals each have two studies, and the risk-based 
approach and self-healing each have one. The studies 
span 2009 to 2023, connecting long-standing critiques 
of ERM with recent infrastructure capabilities.

The Risk-Adaptive Control Model
Risk tiers and control intensity
Following the risk-based approach (FATF, 2014), 
each case is assigned a risk tier based on its current 
risk score. Examples of cases include a customer 
application, a transaction, and a supplier onboarding. 
The workflow then applies the control intensity 
defined for that tier (Table 1). The tiers and their 
controls are defined as configuration (Basireddy, 
2022) and implemented as process variants (Reichert 
& Weber, 2012).

A case can move between tiers as new signals 
arrive. When it does, the running workflow adapts. 
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A higher tier adds verification or approval steps, and 
a lower tier removes unnecessary ones (Reichert & 
Weber, 2012).
Adaptation by category of risk
Following Kaplan and Mikes (2012), different 
categories of risk call for different forms of adaptation 
(Table 2).

The distinction matters. Preventable risks can 
be managed largely through automatic, rules-based 
adaptation. Strategy risks involve judgment about 
how much risk to accept, so adaptation operates 
within limits people set. External risks require 
scenario-based changes that leadership approves. 
This keeps adaptive workflows from becoming a 
new form of mechanical box-ticking (Power, 2009).

Reference Architecture
The reference architecture has six components on 
cloud infrastructure (Figure 3).
Risk signal sources
Signals come from transactions and operations, from 
customer engagement data integrated across channels 
(Sannidhanam & Alladi, 2017), from complaint 
themes identified through text analytics (Bastani et 
al., 2019), and from external sources such as sanctions 
lists and economic indicators.
Risk scoring service
A scoring service combines the signals into a current 
risk score and tier for each case, using transparent 
rules and models.

Figure 3: Reference architecture for risk-adaptive workflows on cloud infrastructure

Figure 4: Risk-adaptive control loop
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Adaptive workflow engine
The engine runs configurable workf lows with 
tier-specific variants (Basireddy, 2022; Reichert & 
Weber, 2012). When a case’s tier changes, it adapts 
the running instance by adding or removing control 
steps and changing approval paths.
Risk appetite configuration
Thresholds, tier definitions, and limits are held as 
configuration approved by the risk committee, which 
reflects the management of strategy risks within 
appetite (Kaplan & Mikes, 2012).
Cloud platform
The components run on cloud infrastructure chosen 
to fit their requirements (Sannidhanam, 2020). 
Scoring and workflow services scale elastically with 
volume (Marston et al., 2011).
Self-healing and safe fallback
The self-healing controller predicts and recovers from 
failures (Sannidhanam, 2023). If the scoring service 
is unavailable, cases fall back to a conservative 
default tier rather than proceeding without controls.

Adaptation Loop and Safeguards
Adaptation loop
Figure 4 shows the loop through which the architecture 
adapts controls.

The loop senses new signals and scores the case’s 
risk. It selects the control intensity for the resulting 
tier and executes the adapted workflow. People 
review high-tier decisions and samples of low-tier 
ones. Periodically, outcomes are used to recalibrate 
tiers and thresholds, which keeps the approach 
aligned with actual risk.
Safeguards
Adaptive control brings its own risks. Table 3 sets 
out the main pitfalls and the safeguards against them.

Illustrative Case: A Consumer 
Lending Fintech
Consider a digital lender offering personal loans and 
credit lines through a mobile app. It serves hundreds 
of thousands of customers and must manage fraud, 
credit, and conduct risks while treating customers 
fairly.

Tiers
Applications and existing accounts are assigned 
tiers (Table 1; FATF, 2014). A long-standing 
customer applying for a small limit increase with 
consistent repayment history is low tier and approved 
automatically. A new applicant whose device and 
identity details match a known fraud pattern is 
critical tier and routed to specialist review.
Customer signals
The lender’s cloud-based customer engagement 
platform combines app activity, chat conversations, 
and call notes (Sannidhanam & Alladi, 2017). One 
customer contacts support three times in a week 
about missed payments and mentions a job loss. The 
signals raise the account to high tier. The workflow 
adds proactive contact from a trained collections 
specialist and pauses automated collection messages, 
a protective measure for a possibly vulnerable 
customer.
Complaint themes
Monthly topic analysis of complaints (Bastani et al., 
2019) shows a growing theme: customers confused by 
a new fee on early repayment. This is a conduct risk. 
The risk committee reviews it, and the fee disclosure 
step in the loan workflow is revised through a 
governed configuration change (Basireddy, 2022).
Strategy and external risk
When an economic downturn begins, leadership 
approves a scenario response (Kaplan & Mikes, 
2012). Approval thresholds for new credit are 
tightened within the risk appetite, and income 
verification moves up a tier for certain sectors. The 
changes are applied as configuration without code 
changes.
Resilience

During a peak application period, the self-healing 
controller predicts that the scoring service is 
nearing capacity and adds resources before failures 
occur (Sannidhanam, 2023). The workflows run 
on a cloud architecture chosen to scale elastically 
(Sannidhanam, 2020; Marston et al., 2011). A brief 
network fault makes scoring unavailable for a few 
minutes, and new applications fall back to the 
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medium tier rather than proceeding unchecked.
Safeguards
Quarterly reviews sample low-tier approvals for 
missed fraud, compare tier distributions across 
customer groups, and recalibrate thresholds against 
actual defaults and fraud outcomes (Table 3).

The case shows controls that are proportionate 
to risk, responsive to customer circumstances, 
adjustable under stress, and resilient, with people 
accountable for the choices that require judgment.

Discussion
Implications

For research, the article connects long-standing 
critiques of ERM (Power, 2009; Kaplan & Mikes, 
2012) with practical mechanisms for proportionate, 
adaptive control. These include configurable 
and f lexible workflows, cloud and self-healing 
infrastructure, and customer signal analytics. It 
shows how digital architecture can make ERM more 
discriminating instead of simply more automated. For 
practitioners, the main lessons are to define risk tiers 
and matching control intensities as configuration, and 
to feed customer engagement and complaint signals 
into risk scoring. Adaptation strategies should differ 
by category of risk. Safe fallbacks and self-healing 
belong in the design, and a small set of safeguards 
guards against the pitfalls of adaptive control.
Limitations and future work
The approach was demonstrated through an 
illustrative case and draws on a focused set of ten 
studies, and the evidence mapping reflects only these 
studies. Future work should evaluate risk-adaptive 
workflows in practice, measuring control effort, 
detection of fraud and harm, customer outcomes, 
fairness across groups, and regulatory assessments. 
Further research is needed on transparent risk scoring 
for adaptive control, on detecting gaming of risk 
tiers, and on combining quantitative signals with 
qualitative judgment in adaptive ERM.

Conclusion
ERM is transformed not by digitizing uniform 
controls but by making controls proportionate and 
responsive. This article proposed a risk-adaptive 
approach in which configurable workflows adjust 
control intensity to each case’s current risk, informed 
by operational, customer engagement, and complaint 
signals. The approach is delivered on scalable, self-
healing cloud infrastructure. It defined risk tiers and 
control intensities, mapped adaptation strategies to 
categories of risk, set out a reference architecture and 
adaptation loop, and identified safeguards against the 
pitfalls of adaptive control. The fintech case showed 
controls tightening for a vulnerable customer and 
during an economic downturn, relaxing for low-risk 
customers, and holding firm during a service outage. 
The central conclusion is that ERM becomes effective 
when controls are proportionate to risk, responsive 
to change, and accountable to people.
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