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Introduction
Enterprise risk management (ERM) is the discipline 
through which organizations identify, assess, and 
respond to risks that could affect the achievement of 
strategic objectives, integrating risk considerations 
across financial, operational, compliance, and 
strategic domains rather than managing them in 
functional silos. As organizations increasingly 
adopt artificial intelligence (AI) both as a business 
capability and as a tool for managing risk itself, 
ERM frameworks face a dual transformation: AI 
is simultaneously a new category of enterprise risk 
requiring governance, and a powerful new capability 
for managing risk more broadly. The Committee 
of Sponsoring Organizations of the Treadway 
Commission (COSO), in guidance coauthored with 
Deloitte & Touche LLP, has explicitly addressed this 
duality, arguing that the established COSO ERM–

Integrated Framework, extended with Trustworthy AI 
principles, can help organizations govern AI-related 
risk while also using AI to improve broader risk-
management performance (COSO & Deloitte, 2021).

This review examines AI in enterpr ise 
risk management along three dimensions: the 
opportunities AI creates for ERM (Section 2), the 
risks AI itself introduces into the enterprise risk 
landscape (Section 3), and the implementation 
challenges organizations face when embedding AI 
into ERM governance and architecture (Section 4). 
The review draws on the COSO-Deloitte AI-ERM 
guidance, academic literature on AI applications 
in financial and credit risk (Ahmed & Iqbal, 2025; 
Aziz & Dowling, 2019; Srivastava & Kumar, 2020), 
empirical research on ERM framework adoption 
(Paape & Speklé, 2012; Xu, 2023), and applied 

Artificial Intelligence in Enterprise Risk Management: A Review of 
Opportunities, Risks, and Implementation Challenges

Sunil Kumar Sharma

Deparment of Computer Science, KNIT Sultanpur, UP, India

Abstract
Enterprise risk management (ERM) — the coordinated identification, assessment, and treatment of risk across an organization’s 
strategic, operational, financial, and compliance domains — is undergoing a structural transformation driven by artificial 
intelligence (AI). This review examines the opportunities, risks, and implementation challenges associated with embedding 
AI into enterprise risk management, situating the discussion within the COSO Enterprise Risk Management–Integrated 
Framework, whose five components (governance and culture, strategy and objective-setting, performance, review and revision, 
and information, communication, and reporting) have been explicitly extended by COSO and Deloitte (2021) to address 
AI-specific risk. The review draws on applied enterprise-architecture research addressing configurable workflow architecture 
(Basireddy, 2022b), metadata-centric platform design (Basireddy, 2022a), and audit-ready compliance architecture for large 
language model (LLM)-based systems (Basireddy, 2023), alongside academic literature on AI’s application in financial risk 
management (Aziz & Dowling, 2019), credit risk (Ahmed & Iqbal, 2025), model risk (Mayenberger, 2019), and enterprise risk 
management systems more broadly (Xu, 2023). Evidence indicates that AI offers substantial opportunities for enterprise risk 
management — faster anomaly detection, more granular risk quantification, and continuous monitoring — but that realizing 
these opportunities depends on addressing governance gaps identified in the empirical ERM literature (Paape & Speklé, 2012), 
model interpretability limitations, and the architectural and organizational challenges of embedding AI-driven risk logic into 
existing enterprise systems. The review concludes with an implementation framework synthesizing governance, architecture, 
and audit considerations for organizations integrating AI into their enterprise risk management function.
Keywords: Enterprise risk management; artificial intelligence; COSO ERM framework; AI governance; enterprise architecture; 
large language models; compliance; implementation challenges                                               DOI:10.30750/ijarst.1104100 



International Journal of Recent Advances in Science and Technology, 2025; 11(4):59-64

International Journal of Recent Advances in Science and Technology, 2025; 11(4):59-64 60www.ijrast.in

enterprise-architecture research addressing how 
AI-driven risk logic is operationalized at the platform 
level (Basireddy, 2022a, 2022b, 2023).

The COSO ERM Framework as an 
Organizing Structure
The COSO ERM–Integrated Framework, most 
recently updated in 2017, organizes enterprise risk 
management around five interrelated components: 
governance and culture, strategy and objective-
setting, performance, review and revision, and 
information, communication, and reporting. In 
its 2021 guidance on AI, COSO — working with 
Deloitte’s Trustworthy AI Framework — argued 
that these same five components provide a natural 
structure for governing AI-specific risk, since AI 
risk is rarely confined to a single function such 
as information technology but instead cuts across 
strategy, operations, and reporting simultaneously 
(COSO & Deloitte, 2021). This framing is useful 
for the present review because it distinguishes 
two related but distinct questions that recur 
throughout the AI-ERM literature: how AI can 
improve an organization’s existing risk-management 
performance, and how the organization must, in turn, 
govern the risks that AI itself introduces.

It is worth noting that empirical research on ERM 
framework adoption more broadly has produced 
mixed evidence on effectiveness. In a widely cited 
empirical study of ERM adoption, Paape and Speklé 
(2012) found no clear evidence that application of 
the COSO framework, by itself, improves risk-
management effectiveness, and cautioned against 
a purely mechanistic view of risk appetite and 
tolerance-setting. This finding is directly relevant 
to AI-ERM integration: it suggests that adopting 
a governance framework, including AI-specific 
extensions of COSO, is a necessary but not sufficient 
condition for effective AI risk management, and 
that the quality of implementation — not merely the 
existence of a framework — determines outcomes.

Opportunities: How AI Strengthens 
Enterprise Risk Management
Continuous, Large-Scale Risk Monitoring
Traditional ERM processes often rely on periodic risk 

assessments and manually maintained risk registers, 
which struggle to keep pace with fast-moving 
operational and financial data. AI-enabled analytics 
allow organizations to aggregate and process far 
larger volumes of transactional and operational data 
than manual review permits, surfacing outlier patterns 
and emerging risk signals on a near-continuous basis 
rather than only at scheduled review intervals. This 
capability directly supports the “performance” and 
“review and revision” components of the COSO 
ERM framework, which call for ongoing assessment 
of risk against evolving business conditions.
Improved Risk Quantification
Beyond monitoring, AI improves the quantitative 
precision of risk assessment itself. Ensemble and 
deep-learning models applied to credit and financial 
risk consistently outperform traditional statistical 
scorecards in predictive accuracy (Ahmed & Iqbal, 
2025; Srivastava & Kumar, 2020), while AI and 
machine-learning techniques more broadly have 
demonstrated value across the core financial risk 
domains of credit risk, market risk, operational risk, 
and regulatory technology (Aziz & Dowling, 2019). 
Systematic reviews of ERM systems similarly find 
that AI has been effectively applied across a range of 
enterprise risk-management use cases, while noting 
that application breadth still varies considerably by 
function and sector (Xu, 2023).
Workflow-Embedded Risk Controls
A distinguishing feature of the applied enterprise-
architecture literature reviewed here is its emphasis 
on embedding AI-driven risk logic directly into 
operational workflows, rather than treating AI risk 
analytics as a standalone reporting layer. Basireddy 
(2022b) proposes a configurable enterprise workflow 
architecture that digitizes risk management by 
allowing organizations to encode and adjust 
risk-management logic directly within business 
process workf lows, reducing the gap between 
risk identification and operational response that 
often characterizes traditional, report-based 
ERM processes. This directly supports COSO’s 
“strategy and objective-setting” and “performance” 
components by tying risk controls to the operational 
processes through which strategic objectives are 
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actually pursued.
Platform Agility and Scalability
As enterprises scale AI-based risk-management 
capabilities across business units and geographies, 
static, purpose-built systems become difficult 
to maintain as risk factors, regulations, and 
business processes evolve. Basireddy (2022a) 
addresses this challenge through a metadata-centric 
platform architecture designed to support dynamic 
configuration and intelligent process automation, 
enabling organizations to adjust risk-management 
logic and controls without extensive custom 
redevelopment — a capability increasingly important 
as AI models and regulatory requirements change 
more rapidly than traditional enterprise software 
release cycles.
Regulatory and Audit Readiness
As AI, and particularly large language models, 
become embedded in risk-relevant decision-
making, the ability to produce a defensible audit 
trail becomes a core requirement rather than an 
afterthought. Basireddy (2023) proposes an audit-
ready compliance-platform architecture specifically 
designed for enterprises operating LLMs in regulated 
environments, addressing COSO’s “information, 
communication, and reporting” component by 
ensuring that AI-driven risk decisions can be traced, 
reviewed, and defended to regulators and auditors.

Risks: New Categories of Enterprise 
Exposure Introduced by AI
Model and Interpretability Risk
As AI models used within ERM become more 
complex, particularly deep-learning and LLM-
based systems, they introduce model risk of a 
different character than traditional statistical models. 
Mayenberger (2019) notes that black-box model 
outputs require dedicated analysis to identify the 
drivers behind a given output and that short or 
real-time AI/ML development cycles complicate 
compliance with existing model-risk regulatory 
guidance such as SR 11-7, meaning that conventional 
model-validation practices must be adapted, not 
simply reused, for AI-based ERM systems.

Governance and Accountability Gaps

Because AI initiatives frequently originate within 
individual business functions rather than through 
a centralized ERM process, organizations risk 
implementing AI projects piecemeal, without 
a coherent view of how they collectively affect 
enterprise risk and strategy — a concern COSO’s 
own leadership has raised directly, noting that 
AI must be viewed from a broader governance 
perspective rather than as a series of isolated 
departmental projects (COSO & Deloitte, 2021). This 
risk is compounded by the empirical finding that 
formal ERM framework adoption does not, by itself, 
guarantee improved governance outcomes (Paape & 
Speklé, 2012), suggesting that AI-specific governance 
gaps can persist even within organizations that have 
nominally adopted an ERM framework.
Data Privacy, Security, and Third-Party Risk
AI-based ERM systems typically depend on access to 
large volumes of sensitive operational, financial, and 
customer data, reviving longstanding data-security 
and privacy-architecture concerns in a new context. 
Foundational research on secure data-exchange 
models, originally developed for domains such as 
mobile healthcare applications, illustrates that the 
underlying data-governance challenges AI-based 
ERM systems face are not entirely novel but rather 
an intensification of pre-existing enterprise data-
security requirements (A Secure Data Exchange 
Model for Mobile Healthcare Applications, 2016).
Autonomous Action and Control Risk
The emergence of autonomous AI agents capable 
of taking direct remediation action — for example, 
in cloud infrastructure operations — introduces a 
qualitatively new risk category for ERM: the risk 
that AI systems themselves take consequential 
action with limited human oversight (Autonomous 
AI Agents for Cloud Infrastructure Operations, 
2025). Existing ERM governance structures, 
designed primarily around human decision-making 
augmented by AI-generated insight, have not fully 
caught up with this shift toward AI systems that 
act rather than merely advise.
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Evidence Snapshot: Opportunities and Corresponding 
Risks
Table 1 summarizes the principal opportunities AI 
creates for enterprise risk management alongside the 
corresponding risks and implementation challenges 
identified in this review.

Implementation Challenges
Fragmented ownership: AI initiatives affecting risk 
management are frequently distributed across IT, 
business units, and risk functions without a single 
accountable owner, complicating the centralized 
governance that effective ERM requires (COSO & 
Deloitte, 2021).

Legacy system integration: embedding AI-driven 
risk logic into existing enterprise workf lows 
requires the kind of configurable, metadata-driven 
architecture proposed by Basireddy (2022a, 2022b), 
which itself demands upfront investment that may 
compete with other technology priorities.

Talent and skill gaps: effective AI-based ERM 
requires personnel who understand both the 
underlying AI/ML methods and the organization’s 
specific risk, regulatory, and control environment — 
a combination of skills that remains scarce relative 
to demand.

Interpretability versus adoption speed: organizations 
face pressure to deploy AI-based risk tools quickly, 
which can conflict with the more deliberate model-
validation and explainability work needed to satisfy 
regulatory and audit requirements (Mayenberger, 
2019).

Framework adoption without effectiveness: as 
the empirical ERM literature cautions, adopting 
a named framework — whether COSO ERM or 
an AI-specific extension of it — does not by itself 
guarantee improved risk outcomes; implementation 
quality and organizational culture remain decisive 
(Paape & Speklé, 2012).

Evolving regulatory landscape: the absence 
of a single, harmonized global standard for AI 
governance (though frameworks such as the NIST 
AI Risk Management Framework provide partial 
structure) creates ongoing compliance uncertainty 
for multinational enterprises.

Toward an Implementation 
Framework
Anchor AI risk governance explicitly within the 
existing ERM framework and its governance and 
culture component, assigning clear accountability 

Table 1: AI opportunities and corresponding risks in enterprise risk management.

Dimension Opportunity Corresponding Risk / Challenge

Risk identification & monitoring Continuous, large-scale anomaly detection across 
operational data (Mindbridge/COSO ERM-AI 
guidance, 2021)

Alert fatigue and false positives if models 
are not tuned to organizational risk 
appetite

Risk quantification Ensemble and deep-learning models improve 
predictive accuracy for credit and operational risk 
(Ahmed & Iqbal, 2025; Srivastava & Kumar, 2020)

Interpretability trade-offs complicate 
regulatory and audit review 
(Mayenberger, 2019)

Workflow & process integration Configurable enterprise workflow architecture 
embeds risk logic directly into operations 
(Basireddy, 2022b)

Legacy system integration and change-
management resistance

Platform scalability Metadata-centric architecture enables dynamic 
reconfiguration of risk controls (Basireddy, 
2022a)

Upfront architectural investment 
and cross-functional coordination 
requirements

Regulatory compliance Audit-ready compliance platforms provide 
traceable records of LLM-based decisions 
(Basireddy, 2023)

Absence of harmonized global standards 
for AI risk governance

Governance & strategy alignment COSO ERM framework, extended with 
Trustworthy AI principles, aligns AI risk with 
enterprise strategy (COSO & Deloitte, 2021)

Empirical evidence that ERM framework 
adoption alone does not guarantee 
improved risk-management effectiveness 
(Paape & Speklé, 2012)
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for AI risk oversight rather than treating it as a 
distributed IT concern.

Invest in configurable, metadata-driven platform 
architecture before scaling AI-based risk tools 
broadly, to avoid the technical debt associated with 
static, purpose-built systems (Basireddy, 2022a, 
2022b).

Build audit-ready compliance and traceability into 
AI-based risk systems from the outset, particularly 
for LLM-based components, rather than retrofitting 
auditability after deployment (Basireddy, 2023).

Pair AI model deployment with dedicated 
model-risk-management practices adapted for AI/
ML characteristics, including interpretability review 
and ongoing performance monitoring (Mayenberger, 
2019).

Evaluate ERM-AI integration on implementation 
quality and outcomes, not framework adoption alone, 
drawing on the caution raised by empirical ERM 
research regarding the limits of framework-based 
approaches (Paape & Speklé, 2012).

Establish explicit oversight boundaries for 
autonomous AI agents operating within enterprise 
systems, extending ERM governance to cover 
AI-init iated action, not only AI-generated 
recommendations.

Conclusion
Artificial intelligence is reshaping enterprise risk 
management along two simultaneous tracks: as a 
powerful new capability for identifying, quantifying, 
and monitoring risk, and as a distinct new category 
of enterprise risk requiring its own governance. 
The COSO ERM framework, extended through 
AI-specific guidance developed with Deloitte, 
offers a structurally sound basis for addressing 
both tracks together, but the empirical literature on 
ERM framework adoption cautions that structure 
alone does not guarantee effectiveness. The applied 
enterprise-architecture research reviewed here 
— spanning configurable workflow architecture, 
metadata-centric platform design, and audit-ready 
compliance systems (Basireddy, 2022a, 2022b, 
2023) — suggests that realizing AI’s opportunities 
for enterprise risk management, while containing 
its risks, depends substantially on the quality of the 

underlying technical architecture and governance 
implementation, not merely on the sophistication 
of the AI models deployed. Organizations that treat 
AI-ERM integration as a combined governance, 
architecture, and audit challenge — rather than a 
purely technical or purely policy exercise — are 
best positioned to capture AI’s benefits for risk 
management while managing the new risks it 
introduces.
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