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Abstract
Perimeter-based security assumes that what is inside the network can be trusted, an assumption that remote work, cloud 
services and supply-chain integration have made untenable. Zero-trust architecture replaces it with continuous verification 
of every access request, least-privilege authorisation and segmentation that limits movement between systems. The security 
case for zero trust is well made; its implications for business continuity, the capacity to keep services running during an 
attack, are less examined. This paper models an attack that gains an initial foothold and attempts lateral movement across 
an enterprise network of 200 hosts, and examines how zero-trust maturity, which reduces both the connectivity available to 
the attacker and the probability that each hop succeeds, changes the blast radius and the availability of critical services. In 
100 simulated attacks per maturity level, an enterprise with no zero-trust controls sees 99% of hosts compromised and 99% 
of critical services unavailable; at 50% maturity the mean compromised share is 35% (69% at the 95th percentile); at full 
maturity it is 1%. Continuity therefore improves nonlinearly with maturity, with most of the gain between 25% and 75%. The 
paper interprets the mechanism, sets out an adoption path that prioritises the segmentation and verification controls with the 
largest continuity effect, and discusses the operational costs and failure modes of zero trust, including the risk that verification 
infrastructure itself becomes a single point of failure.
Keywords: Zero-trust architecture; business continuity; lateral movement; network segmentation; blast radius; security 
adoption.

Introduction
Enterprise security was long organised around a 
perimeter: a hardened boundary between a trusted 
internal network and an untrusted outside. The model 
has failed on two counts. Attackers who breach the 
perimeter, through phishing, stolen credentials or 
compromised suppliers, find a trusted interior in 
which they can move freely to the systems they value; 
and the perimeter itself has dissolved as applications 
move to the cloud, employees work remotely and 
partners connect directly [1]. Zero-trust architecture 
responds by removing the assumption of trust: every 
access request is verified on the basis of identity, 
device and context, authorisation is limited to what 
the request needs, and the network is segmented so 
that access to one system does not imply access to 
others [2], [3].

Zero trust is usually justified in terms of breach 
prevention and data protection. This paper examines 
a different consequence: business continuity. Many 

of the most damaging attacks, ransomware above 
all, cause harm not by stealing data but by moving 
laterally across an enterprise until enough systems 
are disabled to halt operations. The containment that 
zero trust provides should limit this movement and 
so preserve the operation of critical services during 
an attack. How much it does so, and how the benefit 
scales with maturity, is the question addressed.

The paper models lateral movement on a 
simulated enterprise network, examines the blast 
radius and critical-service availability as functions 
of zero-trust maturity, and derives an adoption path 
and implementation guidance oriented to continuity.

Background
Zero-trust principles
Zero-trust architecture [2],[3] rests on three 
principles: verify explicitly, using all available signals 
about identity, device, location and behaviour for 
every access decision; use least-privilege access, 
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granting the minimum rights needed for the 
minimum time; and assume breach, designing so that 
compromise of one component does not compromise 
others. The principles are realised through identity 
and access management, device posture assessment, 
micro-segmentation, policy enforcement points and 
continuous monitoring.
Lateral movement and ransomware
Pos t- comprom ise  a t t a ck  s t ages  i nvolve 
reconnaissance, credential harvesting and movement 
to additional systems [4]. Ransomware operators 
move laterally to reach backups, domain controllers 
and operational systems before encrypting, so that 
the damage is proportional to the share of the estate 
they reach. Containment that limits movement limits 
damage directly.
Business continuity
Business continuity management plans for the 
maintenance of critical functions during disruption 
[5]. For cyber incidents, continuity depends on how 
many systems are affected and how quickly they 
can be restored. Controls that reduce the first, by 
containing the attack, complement those that address 
the second, such as backup and recovery, and are the 
focus of this paper.
Continuity versus prevention
Prevention controls aim to stop the initial compromise; 
containment controls aim to limit what a compromise 
can reach. The two are complementary but respond 
differently to the attacker’s adaptation. Prevention 
degrades as attackers find new entry techniques, 
and a determined attacker will eventually obtain a 
foothold; containment degrades only if the attacker 
can defeat segmentation and verification on each 
hop, which must be done repeatedly. Zero trust 
is therefore a continuity strategy that remains 
effective under the assumption that prevention will 
sometimes fail, which is the assumption the “assume 
breach” principle encodes and which recent incident 
experience supports.

Model
The enterprise network has N = 200 hosts, of which 
the first 20 provide critical services. Zero-trust 
maturity m ∈ [0, 1] affects the network in two ways:

pedge = 0.04(1 − 0.7m), phop = 0.5(1 − 0.85m), (1)
where pedge is the probability that two hosts can 
communicate (segmentation reduces it) and phop 
is the probability that an attacker on one host can 
compromise a connected host in one step (verification 
and least privilege reduce it). An attack begins at a 
random host and attempts to spread for six steps. The 
outcomes are the share of hosts compromised and the 
share of critical services unavailable. Hypotheses: 
H1, blast radius falls with maturity; H2, the fall is 
nonlinear, with a threshold region in which most of 
the benefit is realised; H3, critical-service availability 
tracks the blast radius.
Simulation Design
For each maturity level in {0, 0.25, 0.5, 0.75, 
1.0}, 100 attacks are simulated on independently 
generated networks. The mean and 95th-percentile 
compromised share and the mean share of critical 
services unavailable are reported. The edge and hop 
probabilities are design values chosen so that the 
unprotected network is fully compromisable within 
six steps; the harness examines how containment 
scales with maturity.

Results
Blast radius
Table 1 and Figure 1 report outcomes. With no zero-
trust controls, 99% of hosts are compromised on 
average and in essentially every run. At 25% maturity 
the mean falls to 87%, but the 95th percentile remains 
99%: partial controls narrow the typical attack little 
and the worst case not at all. At 50% maturity the 
mean falls to 35% and the 95th percentile to 69%; at 
75% to 6% and 17%; and at full maturity to 1% and 
3%. The relationship is strongly nonlinear (H1, H2): 
the first quarter of maturity buys almost nothing, the 
middle half buys almost everything.
Critical services
The share of critical services unavailable tracks the 
mean compromised share closely at every level (H3), 
because critical hosts are not specially protected 
in the model. An enterprise that applied zero-trust 
controls preferentially to critical services would see 
their availability improve ahead of the overall blast 
radius, which is the basis of the adoption path below.
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Table 1: Blast radius and critical-service availability by zero-trust maturity (100 simulated attacks per level; 200-host network)

Zero-trust
maturity

Mean share of hosts 
compromised

95th-percentile share 
compromised

Share of critical services 
unavailable

0.00 99.3% 100.0% 99.1%
0.25 86.8% 98.5% 86.8%
0.50 35.1% 69.1% 36.4%
0.75 6.4% 17.1% 6.3%
1.00 1.2% 3.0% 0.8%

Figure 1: Mean and 95th-percentile share of hosts compromised, 
and share of critical services unavailable, against zero-trust maturity

Mechanism
The nonlinearity arises from percolation, the same 
threshold behaviour that governs epidemic spread on 
networks [6]: an attack spreads across the network 
only if the product of connectivity and per-hop 
success keeps each compromised host infecting, on 
average, at least one new host. Above that threshold 
the attack reaches most of the network; below it, the 
attack dies out after a few hops. Zero-trust controls 
reduce both factors, and their product crosses the 
threshold in the middle of the maturity range, which 
is why the benefit is concentrated there.
Sensitivity
The location of the threshold depends on the 
baseline connectivity and hop success, which vary 
across enterprises: a flat, highly connected network 
crosses the threshold at higher maturity than one 
that is already partly segmented. The nonlinearity 
itself is robust, since it follows from percolation 
rather than from the particular parameters, and 
its practical implication, that partial adoption 
yields disproportionately little, holds wherever the 

unprotected network is above the threshold, which is 
the condition under which an enterprise has reason 
to adopt zero trust at all.

Adoption Path for Continuity
Segment critical services first
Because continuity depends on critical-service 
availability, the first segmentation boundaries 
should isolate the hosts that provide critical services, 
together with backups and identity infrastructure, 
from the general estate. This moves those hosts 
across the percolation threshold ahead of the rest 
and yields continuity gains at low overall maturity.
Verify high-privilege access
Per-hop success depends most on whether privileged 
credentials can be used from an arbitrary host. 
Enforcing strong, context-aware verification for 
administrative access and for access to critical 
segments reduces phop where it matters most, at 
modest cost compared with enterprise-wide rollout.
Extend segmentation and verification across the estate
With critical services protected, extending micro-
segmentation and verification to the general estate 
drives the overall blast radius down. The simulation 
suggests that the enterprise should target the upper 
half of the maturity scale, since the lower half delivers 
little; a programme that stalls at 25% maturity has 
incurred cost without containment.
Test with lateral-movement exercises
Maturity should be measured by exercised 
containment, not by control inventory: red-team 
exercises that start from a compromised host and 
measure how far they can reach are the direct 
analogue of the simulation and should be run at each 
stage of adoption.



International Journal of Recent Advances in Science and Technology, 2026; 12(3):67-74

International Journal of Recent Advances in Science and Technology, 2026;12(3):67-74 70www.ijrast.in

Costs and Failure Modes
Zero trust imposes operational costs: policy 
definition and maintenance, device management, 
user friction from repeated verification, and latency 
from policy enforcement. It also introduces failure 
modes. Verification infrastructure, including identity 
providers and policy engines, becomes a dependency 
for every access; its outage halts the enterprise 
as effectively as an attack, so it must be designed 
with the redundancy that continuity requires. Over-
restrictive policies can block legitimate access during 
incidents, when flexibility is most needed; break-
glass procedures with logging address this. And 
segmentation that is defined once and not maintained 
decays as systems change, returning the enterprise 
toward the connected state the model shows to be 
fragile.
Organisational adoption
Beyond technical cost, zero trust changes how 
access is governed. Business units accustomed to 
broad access must justify specific needs; application 
owners must define the flows their systems require; 
and security teams must maintain policies as the 
estate changes. Programmes that treat zero trust 
purely as a technology deployment stall at the policy-
definition stage, which is where the simulation locates 
the maturity levels that deliver little containment. 
Executive sponsorship, a phased scope beginning 
with critical services, and a policy-ownership model 
that places definition with application owners and 
enforcement with security are the organisational 
prerequisites for reaching the maturity range in which 
continuity benefits appear.
Measuring maturity
The single maturity index in the model combines 
segmentation coverage and verification strength. 
Enterprises can measure each from their own 
environment: the share of host pairs that can 
communicate (from network policy or flow data) 
and the share of access decisions subject to context-
aware verification (from identity systems). The 
product of the two, relative to the unprotected state, 
approximates the factor by which lateral movement is 
suppressed and indicates where the enterprise stands 
relative to the percolation threshold.

Relationship to recovery
Containment and recovery are the two halves of cyber 
continuity. The simulation shows containment limiting 
the number of systems affected; recovery capability 
determines how quickly the affected systems return. 
An enterprise with strong containment and weak 
recovery suffers small but prolonged disruptions; one 
with weak containment and strong recovery suffers 
large but brief ones. Because the cost of disruption 
typically rises faster than linearly with its breadth, as 
interdependent processes fail together, containment 
usually deserves priority, but the two should be 
planned jointly and the critical-service segment 
should be the first to receive both.

Limitations
The network model is a random graph with uniform 
hosts, a single attacker entry point and a fixed attack 
duration; real enterprises have structured networks, 
multiple entry points and adaptive attackers. Zero-
trust maturity is a single index that scales both 
connectivity and hop success; implementations vary 
in which they reduce. Recovery and backup, which 
complete the continuity picture, are not modelled. 
All reported values are simulation outputs.

Conclusion
Zero-trust adoption protects business continuity by 
containing lateral movement, and the containment 
is strongly nonlinear in maturity: in simulation, 
partial adoption left the enterprise almost fully 
compromisable, the middle of the maturity range 
delivered most of the benefit, and full adoption limited 
attacks to a handful of hosts. Enterprises should adopt 
zero trust with continuity in mind, segmenting and 
verifying critical services first, pushing through 
the maturity threshold rather than stalling below it, 
testing containment through exercises, and designing 
the verification infrastructure itself for resilience.
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