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Abstract

Decentralised finance (DeFi) protocols perform functions long reserved to banks, including lending, exchange and asset
management, without the balance sheets, supervision and deposit insurance that structure banking risk. Risk assessment
frameworks built for banks do not transfer directly, because DeFi adds risk factors that have no banking analogue, such as
smart-contract code risk and oracle dependence, and removes others, such as regulatory capital. This paper develops a unified
machine-learning risk assessment framework that scores both DeFi protocols and traditional banks on a common set of seven
factors and examines it in a simulation of 1,200 entities. A gradient-boosting model attains an AUC of 0.83 across entity types.
Permutation importance differs sharply by type: for banks, leverage (0.15) and governance (0.14) dominate, while code and
oracle risk are irrelevant by construction; for DeFi protocols, leverage (0.06), collateral volatility (0.04), liquidity (0.04) and
the DeFi-specific code and oracle risks (0.03 each) contribute more evenly, so that risk is distributed across more channels.
The paper proposes a two-layer framework in which a shared factor model supports comparison and a type-specific layer
captures the mechanisms unique to each, and discusses the implications for supervisors, for banks integrating DeFi services
and for the risk governance of protocols themselves.
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Introduction

Decentralised finance replaces intermediaries with
smart contracts: lending pools match depositors and
borrowers algorithmically, automated market makers
provide exchange without order books, and yield
protocols allocate assets by rule. The functions are
familiar to banking, but the risk architecture is not.
Banks hold capital against losses, are supervised,
and offer insured deposits; DeFi protocols are over-
collateralised but uninsured, governed by token
holders rather than boards, and exposed to failures
in code and in the price feeds (oracles) on which their
rules depend [1], [2]. A series of protocol collapses
has shown that these risks are material.

Risk assessment for the two systems has
developed separately. Bank risk rests on decades of
supervisory practice, with capital ratios, liquidity
coverage and governance assessments as its core
[3]. DeFi risk assessment is young and fragmented,
drawing on code audits, on-chain metrics and
community reputation. As banks begin to offer DeFi-
connected products and supervisors begin to consider
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DeFi within the perimeter, a framework that assesses
both on a comparable basis becomes necessary.
This paper develops such a framework using
machine learning. It specifies a common factor set
that spans both entity types, trains a single model on
simulated failure outcomes, and examines how the
drivers of failure differ between banks and protocols.
The results inform a two-layer framework and its
use by supervisors, banks and protocol governance.

Background

Banking risk

Bank failure risk is conventionally decomposed into
credit, market, liquidity and operational risk, with
leverage and liquidity as the principal quantitative
indicators and governance as the principal qualitative
one [3]. Supervisory frameworks set minimum
capital and liquidity ratios and assess governance
through examination. Regulatory coverage itself
reduces failure risk through early intervention.
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DeFi risk

DeFi protocols face analogues of leverage
(collateralisation ratios), liquidity (pool depth and
withdrawal dynamics) and governance (token-holder
voting, admin keys), and two additional risks: code
risk, the possibility that a smart contract contains
an exploitable flaw, and oracle risk, the possibility
that the external price feed is manipulated or fails
[1], [2]. Collateral volatility matters more in DeFi
because liquidations are automatic and can cascade.
Regulatory coverage is minimal, so no supervisor
intervenes before failure.

Machine learning in financial risk

Machine-learning classifiers are established in credit
and bank-failure prediction [4], and their ability to
learn interactions makes them suited to a setting
in which the same factor, such as leverage, may
matter differently across entity types. Permutation
importance [5] computed within entity type reveals
those differences.

Why a common framework

Separate frameworks for banks and protocols serve
each community but fail at the boundary between
them, which is where the risk of the coming decade
lies: banks holding tokenised assets in protocols,
protocols accepting bank-issued stablecoins as
collateral, and supervisors asked to decide whether
a protocol exposure should carry a capital charge. A
common framework does not assume that the two
kinds of entity fail for the same reasons; it assumes
that their failure probabilities can be placed on one
scale and that the reasons can be compared. Machine
learning suits this task because a single model can
learn that leverage interacts with regulatory coverage
and that code risk matters only where it exists,
without requiring separate specifications.

The Risk Assessment Framework

The framework has two layers. The shared layer
scores all entities on seven factors: leverage, liquidity,
governance quality, code risk, oracle risk, collateral
volatility and regulatory coverage, each normalised
to [0, 1], with code and oracle risk set to zero for
banks. A single model maps the factors to failure
probability, which places banks and protocols on one
scale and allows a bank to compare a DeFi exposure
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with its other exposures. The type-specific layer
interprets the shared score through the mechanisms
relevant to each type: for banks, supervisory ratios
and governance examination; for protocols, audit
status, admin-key arrangements, oracle design and
liquidation mechanics. The shared layer supports
comparison; the type-specific layer supports action.

Simulation Design

The harness generates 1,200 entities, half DeFi
protocols and half banks. Factor distributions differ
by type: protocols have higher leverage and collateral
volatility, lower liquidity and governance scores,
positive code and oracle risk and near-zero regulatory
coverage; banks the reverse. Failure follows

logit P(failure) = —4.2 + 3.0 lev — 1.5 lig — 1.0 gov +
1.2 code + 1.0 oracle + 1.5 colvol — 1.0 reg, (1)

with realised failure rates of 25.3% for protocols and
2.8% for banks. A gradient-boosting classifier [6]
is trained on 70% of entities and evaluated on the
remainder by AUC overall and by type; permutation
importance is computed overall and within type.
Parameters are design values encoding the risk
mechanisms described in Section 2.

Results

Discrimination

The model attains an AUC of 0.83 across all
entities, 0.71 within DeFi protocols and 0.78 within
banks. The overall figure exceeds both within-
type figures because entity type itself, through the
factor distributions, separates high- and low-risk
populations; the within-type figures measure the
model’s ability to rank entities of the same kind.

Risk-factor importance by entity type

Table 1 and Figure 1 report permutation importance
within type. For banks, leverage (0.15) and governance
(0.14) account for most of the model’s discrimination,
with collateral volatility (0.08) third and liquidity
(0.02) modest; code and oracle risk are zero by
construction. For DeFi protocols, leverage (0.06)
leads but by less, followed by collateral volatility
(0.04), liquidity (0.04), code risk (0.03), oracle risk
(0.03) and governance (0.02). Risk in DeFi is spread
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Table 1: Permutation importance (AUC decrease) of risk factors within
entity type (360 held-out entities)

Risk factor Traditional banks DeFi protocols
Leverage 0.147 0.060
Liquidity 0.015 0.038
Governance quality 0.137 0.022

Code risk 0.000 0.028

Oracle risk 0.000 0.025
Collateral volatility 0.077 0.044
Regulatory coverage —-0.016 —-0.007

Risk-factor importance: DeFi vs traditional banking
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Figure 1: Permutation importance of risk factors for traditional banks
and DeF1i protocols

across more channels, none dominant, whereas bank
risk concentrates in two.

Interpretation

The pattern reflects the architectures. In banking,
leverage is the master variable because capital
absorbs losses from every source, and governance
determines whether leverage is managed prudently.
In DeFi, over-collateralisation substitutes for capital
but is undermined by collateral volatility and thin
liquidity, and the protocol can fail through channels
that have no banking analogue even when its
collateralisation is sound. Regulatory coverage shows
no within-type importance because it does not vary
within type in the simulation; its effect appears in
the gap between the two failure rates.

Sensitivity

The within-type importance pattern follows from
the factor distributions and the common coefficients:
a factor matters within a type in proportion to its
variance there and its coefficient. Banks’ low variance
in collateral volatility and absence of code and oracle
risk concentrate their importance in leverage and
governance; protocols’ wider variance across all
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factors spreads it. Changing the coefficients would
re-weight the factors but not alter the qualitative
contrast, which is that DeFi risk is multi-channel. The
within-DeFi AUC of 0.71 is modest and would rise
with factors not modelled here, such as dependency
structure and audit recency.

Implications

For supervisors

A shared factor model lets supervisors place DeFi
exposures on the same scale as bank exposures,
which is the prerequisite for setting capital or limits
against them. The type-specific layer indicates that
supervision of DeFi cannot rely on the two levers,
capital and governance examination, that dominate
bank supervision; it must address code assurance,
oracle robustness and liquidation design, which are
engineering rather than financial controls.

For banks integrating DeFi

Banks offering DeFi-connected products inherit DeFi
risk channels. Their risk functions should extend
factor models to include code and oracle risk for
protocol exposures, require audit and oracle-design
evidence as conditions of integration, and recognise
that diversification across protocols provides less
protection than across banks when protocols share
oracles or collateral assets.

For protocol governance

The distributed risk profile of DeFi implies that no
single control suffices. Protocols should maintain
audit programmes, redundant oracles, conservative
collateral parameters calibrated to volatility, and
governance arrangements that can respond to
emerging risks without admin-key concentration.
The framework provides a scorecard against which
such measures can be assessed.

For research

The model’s propositions, that factor importance
differs by entity type in the directions shown and
that a shared model can discriminate within both,
are testable with protocol-failure datasets assembled
from on-chain data and audit records, combined with
bank-failure data. The main empirical challenge
is the construction of comparable factor measures
across types.
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Contagion and systemic risk

The entity-level framework is the foundation for, not
a substitute for, systemic assessment. DeFi protocols
are composable: one protocol’s tokens are another’s
collateral, and many share oracles. A failure in
one can propagate through liquidations and oracle
manipulation to others in minutes, faster than any
supervisory intervention. The type-specific layer
should therefore record each protocol’s dependencies,
and systemic assessment should simulate shocks
across the dependency graph. Banks are also
interconnected, but through slower channels and with
central-bank backstops; the speed difference is itself
a risk characteristic that the framework should flag.

Data for the shared layer

Bank factors come from regulatory filings; protocol
factors must be constructed from on-chain data
(collateralisation, pool depth, governance token
distribution) and off-chain evidence (audits, oracle
architecture). Constructing comparable measures is
the main practical obstacle to the shared layer, and
standardised protocol disclosure, analogous to bank
reporting, would remove it. Until then, the framework
can operate with proxies, provided their limitations
are recorded.

Governance of the model

A risk model that informs capital charges or
integration decisions is itself a supervised model
in the regulatory sense and should be validated,
documented and monitored accordingly. Its failure
modes include training on a short history of protocol
failures that over-represents particular exploit types,
and drift as protocol designs change. Periodic
retraining, out-of-time validation and the retention of
the type-specific layer as an expert check on model
outputs are the appropriate safeguards.

Limitations

Failure is generated from a single logistic model with
independent factors, and the factor distributions by
type are stylised. Contagion among protocols sharing
oracles or collateral, which is central to DeFi systemic
risk, is not modelled. The importance values are
simulation outputs reflecting the design coefficients
and are not estimates for any real population of banks
or protocols.

www.ijrast.in

Conclusion

A machine-learning framework that scores DeFi
protocols and traditional banks on a common factor
set discriminated failure risk within both types in
simulation, and revealed that the drivers differ: bank
risk concentrates in leverage and governance, while
DeFi risk is distributed across leverage, collateral
volatility, liquidity and the code and oracle channels
unique to it. Supervisors, integrating banks and
protocol governors should use a shared layer for
comparison and a type-specific layer for control,
recognising that DeFi requires engineering assurance
alongside financial prudence.
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