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Abstract

The rapid expansion of cloud-edge computing has transformed enterprise information systems into highly distributed
environments comprising cloud platforms, edge devices, loT endpoints, applications, containers, APIs, and interconnected
network services. Although this architecture improves responsiveness, scalability, and resource efficiency, it also creates a
heterogeneous and dynamic attack surface that challenges conventional intrusion detection systems. Security information
is distributed across multiple modalities, including network traffic, system logs, application events, authentication records,
endpoint telemetry, and operational metrics. Monitoring these sources independently can prevent security teams from
recognizing relationships associated with sophisticated and multi-stage attacks. Multimodal artificial intelligence (AI) provides
an emerging approach by integrating heterogeneous security signals into unified representations for more comprehensive
intrusion intelligence. This study investigates the use of multimodal Al for secure cloud-edge monitoring across distributed
enterprise systems. The proposed methodology integrates network, endpoint, application, identity, cloud, and edge telemetry
and applies feature extraction, modality alignment, representation learning, multimodal fusion, anomaly detection, and threat
classification. Multiple Al architectures are comparatively evaluated using detection accuracy, precision, recall, F1-score,
false-positive rate, detection latency, scalability, and robustness. The methodology additionally examines missing modalities,
concept drift, adversarial conditions, and distributed processing constraints. The study argues that multimodal Al can improve
intrusion intelligence by correlating security evidence that would remain fragmented in single-source systems, enabling
earlier detection, improved contextual awareness, and more resilient security decision-making across heterogeneous cloud-
edge enterprise environments.
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cybersecurity, anomaly detection, threat detection, edge computing, machine learning, cloud security

Introduction

The rapid adoption of cloud computing and edge
technologies has fundamentally changed enterprise
information-system architectures. Organizations
increasingly distribute computing resources across
centralized cloud platforms, private infrastructure,
edge nodes, branch locations, mobile environments,
and connected devices. This distributed architecture
enables applications to process information closer
to users and devices while maintaining access to
scalable cloud resources. However, it also creates
a complex security environment in which data and
workloads move continuously across heterogeneous
systems. Security monitoring must therefore operate
across infrastructure boundaries that may differ
in hardware, software, communication protocols,
operating systems, and security capabilities.
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Traditional intrusion detection systems generally
focus on individual data sources. Network intrusion
detection systems analyze packets or flows, endpoint
security tools monitor processes and system events,
application-security tools inspect application
activity, and cloud-security platforms monitor
cloud configurations and API operations. Although
each approach can provide valuable information,
isolated monitoring creates fragmented visibility. A
sophisticated attack may appear relatively normal
within one modality while becoming clearly
suspicious when information from several modalities
is combined. For example, an unusual authentication
event may not independently indicate compromise,
but when it is associated with abnormal network
traffic, unusual API activity, and unexpected access
to an edge device, the combined evidence can
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indicate a coordinated intrusion.

Artificial intelligence provides important
opportunities for improving the analysis of large-
scale cybersecurity data. Conventional machine-
learning models can identify patterns within
structured datasets, while deep-learning models
can learn complex representations from high-
dimensional and sequential information. However,
many cybersecurity Al systems remain unimodal,
meaning that they are designed to analyze a
particular source of information. Such approaches
can limit their ability to understand the relationships
among network, endpoint, application, identity,
and cloud behavior. Multimodal Al provides a
potential solution by integrating information from
different data modalities into a unified analytical
framework. In a cybersecurity context, modalities
may include network flows, system logs, API
requests, authentication records, application traces,
endpoint events, cloud audit data, resource metrics,
and edge-device telemetry. The objective is not
simply to combine large quantities of information
but to identify complementary evidence and establish
relationships among observations.

Literature Review

Intrusion detection research has traditionally
developed around network-based and host-based
monitoring. Network intrusion detection systems
examine traffic characteristics to identify suspicious
communication, while host-based systems analyze
operating-system events, processes, files, and user
activities. These approaches have demonstrated value
but often operate independently. Cloud computing
introduced additional monitoring requirements
involving virtual machines, containers, APIs, identity
systems, cloud control planes, and application
services. Machine learning has increasingly been
applied to intrusion detection because of its ability
to identify patterns in large datasets. Supervised
algorithms such as random forests, support vector
machines, decision trees, and gradient-boosting
models can classify known attack categories.
Unsupervised approaches, including clustering
and autoencoders, can identify deviations from
normal behavior. Deep learning further expands
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these capabilities through automatic representation
learning and the analysis of high-dimensional
and temporal data. Despite these developments,
single-modality security analytics can provide
an incomplete representation of attacks. Network
traffic alone may not reveal whether an unusual
connection corresponds to legitimate administration
or compromised credentials. Similarly, authentication
logs may show successful access but not reveal
suspicious data movement that occurs afterward.
Combining multiple sources can therefore provide
additional contextual information.

Multimodal AI has emerged in other fields
as a method for integrating different forms of
information, such as text, images, audio, and sensor
data. The fundamental concept can also be applied to
cybersecurity by treating different security telemetry
sources as distinct modalities. A network-flow
modality can represent communication behavior,
an identity modality can represent authentication
and authorization activity, an application modality
can capture requests and errors, and an endpoint
modality can represent process and system behavior.
Multimodal fusion can occur at several levels.
Early fusion combines features from different
modalities before model training. This approach
can capture cross-modal relationships but may be
difficult when modalities have different scales or
missing values. Intermediate fusion allows modality-
specific encoders to transform each data source
into a shared representation before integration.
Late fusion combines predictions from separate
models. Hybrid architectures can combine these
strategies to balance specialization and cross-
modal reasoning. An important issue in multimodal
security is missing or unreliable data. Sensors may
fail, network connections may be interrupted, or an
attacker may intentionally suppress telemetry. A
robust system should therefore degrade gracefully
when one modality becomes unavailable. Attention-
based weighting, modality dropout during training,
uncertainty estimation, and adaptive fusion can help
maintain detection performance under incomplete
observations.

Transformer-based architectures have become
relevant because attention mechanisms can model
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relationships across different observations and
time periods. Cross-attention can allow a model
to determine which network events are relevant to
particular identity or application events. Similarly,
graph-based models can represent relationships
between users, devices, workloads, services, and
communication paths. These approaches may
be particularly useful for distributed enterprise
security because enterprise systems naturally form
interconnected graphs. Edge computing introduces
additional constraints. Edge devices may have limited
memory, CPU capacity, and power availability.
Sending all raw telemetry to a centralized cloud
environment may create bandwidth, latency, and
privacy challenges. Consequently, edge intelligence
research increasingly emphasizes local processing
and distributed inference. Lightweight models
can perform preliminary detection at the edge,
while larger models in the cloud perform deeper
correlation and threat analysis. Federated learning
provides another relevant approach. Organizations
or edge nodes can train local models and share
model updates rather than raw security data. This
can improve privacy and reduce centralized data-
transfer requirements. However, federated learning
creates challenges involving communication costs,
heterogeneous local datasets, malicious participants,
and model poisoning.

Adversarial machine learning also presents
a major challenge. Attackers may manipulate
one modality to create inconsistencies or evade
detection. For example, network behavior may
be modified while endpoint activity remains
suspicious, or authentication behavior may be
manipulated to appear legitimate. Multimodal
systems may be more resilient because evidence
from independent modalities can compensate for
manipulated information. However, they may also
create new attack surfaces if adversaries exploit
the fusion mechanism. Existing research therefore
suggests that multimodal AT has substantial potential
for cybersecurity, particularly in heterogeneous
cloud-edge environments. Nevertheless, important
gaps remain in cross-modal temporal reasoning,
edge-cloud coordination, missing-modality handling,
adversarial resilience, and operational scalability.
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Many studies evaluate individual datasets or
modalities rather than examining integrated
enterprise environments. The proposed methodology
addresses these gaps through controlled comparison
of unimodal and multimodal architectures under
normal, changing, incomplete, and adversarial
conditions.

Research Methodology

The proposed study adopts a quantitative experimental
methodology to evaluate multimodal Al for
intrusion intelligence across distributed cloud-edge
enterprise systems. The methodology is designed
to determine whether integrating heterogeneous
security telemetry improves detection effectiveness
and contextual understanding while maintaining
acceptable computational and communication
requirements. The research consists of environment
construction, multimodal data collection,
preprocessing, modality-specific representation
learning, fusion, model development, distributed
deployment, resilience testing, and multidimensional
evaluation. The first stage involves designing a
representative cloud-edge enterprise environment.
The experimental infrastructure should include
centralized cloud services, edge computing nodes,
enterprise applications, containerized workloads,
APIs, databases, authentication services, and
connected endpoint devices. Several edge locations
can be simulated to represent branch offices,
industrial sites, remote facilities, or geographically
distributed enterprise operations. Communication
should occur between edge nodes and cloud
services through controlled network paths. The
environment should support both legitimate
enterprise activity and controlled security scenarios.
Normal workloads should include authentication,
application access, data exchange, API requests,
service-to-service communication, administrative
activities, software deployment, monitoring, and
routine cloud management. Workload intensity
should vary over time to simulate realistic operational
behavior rather than a fixed laboratory workload.
The second stage involves establishing multiple
security-data modalities. Network telemetry should
include flow records, connection durations, packet
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Figure 1: CyberFedEdgeAl framework for real time cyberattack detection in heterogeneous IoT systems using federated
edge intelligence

and byte counts, protocols, source and destination
information, and traffic rates. Endpoint telemetry
should include process events, resource consumption,
file activity, system calls where available, and network
connections. Application telemetry should include
API requests, response codes, application errors,
session information, and transaction characteristics.

Identity telemetry should capture authentication
events, access decisions, privilege modifications,
account activity, and service-account behavior. Cloud
telemetry should include control-plane operations,
resource changes, configuration events, and cloud-
service interactions. Edge telemetry should include
device health, resource utilization, communication
patterns, and locally generated security events.
These modalities should be timestamped authorized
experimental environment, scenarios can represent
credential compromise, unauthorized access,
abnormal API activity, lateral movement, privilege
escalation, malicious network behavior, data-
exfiltration patterns, compromised edge devices, and
distributed denial-of-service activity. Multi-stage
scenarios should be emphasized because the using a
consistent temporal reference so that events can later
be correlated. The third stage involves constructing
controlled intrusion scenarios. Within the authorized
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experimental environment, scenarios can represent
credential compromise, unauthorized access,
abnormal API activity, lateral movement, privilege
escalation, malicious network behavior, data-
exfiltration patterns, compromised edge devices,
and distributed denial-of-service activity. Multi-
stage scenarios should be emphasized because the
research specifically investigates whether multimodal
correlation can identify relationships across attack
stages.Each attack scenario should generate activity
across multiple modalities. For example, a simulated
credential compromise could produce an unusual
authentication event, followed by abnormal API
access, unexpected network connections, and
suspicious resource consumption. This design allows
the research to compare how effectively a unimodal
model identifies the activity against a multimodal
model that receives the complete evidence.
Sensitive information should be anonymized or
pseudonymized. Authentication tokens, personal
identifiers, confidential application data, and
other unnecessary sensitive fields should not be
directly included in model training. Where identity
relationships are important, stable pseudonymous
identifiers can preserve behavioral patterns without
exposing actual identities. Temporal alignment is
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a central methodological requirement. Different
telemetry sources may produce events at different
frequencies. Network flow data may represent
aggregated intervals, whereas authentication and
application logs may record individual events.
The research should therefore use common time
windows or event-stream alignment mechanisms.
Experiments should evaluate different temporal
windows to determine how much historical context
is required for accurate intrusion detection. The fifth
stage involves modality-specific feature extraction.
Each modality should have a dedicated encoder
appropriate to its data characteristics. Network data
can be represented using statistical or sequential
encoders. Endpoint events can be processed through
temporal neural networks. Application and API logs
can be represented through sequence models. Identity
events can be transformed into behavioral profiles,
while cloud and edge telemetry can be represented
using temporal or graph-based embeddings. These
modality-specific representations should produce
vectors in compatible latent spaces. The objective is
to preserve the unique information of each source
while making cross-modal integration possible.
Representation quality should be evaluated by
examining whether embeddings retain information
relevant to benign behavior, attack characteristics,
and relationships between entities.

The sixth stage concerns multimodal fusion.
Three major strategies should be compared. The first
is early fusion, where features from all modalities
are concatenated before classification. The second
is intermediate fusion, where modality-specific
embeddings are combined through attention or
another integration mechanism. The third is late
fusion, where independent models produce risk
scores that are subsequently combined. An attention-
based fusion architecture should receive particular
attention because not all modalities are equally
informative for every event. For an authentication
anomaly, identity telemetry may be highly relevant,
while for a network-based attack, communication
characteristics may have greater importance.
Dynamic attention allows the model to assign
different weights to modalities according to their
relevance. Cross-modal attention can additionally
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be used to establish relationships between events.
For example, the model can determine whether a
suspicious authentication event is temporally related
to an unusual API request and subsequent network
activity. This provides a stronger representation of
multi-stage behavior than independent classification.
The seventh stage involves developing baseline
models. Unimodal models should first be trained
independently for network, endpoint, application,
identity, and cloud telemetry. These models establish
the performance achievable without multimodal
integration. Classical machine-learning models
can provide simple baselines, while deep-learning
architectures can represent more complex behavioral
relationships.

The primary multimodal model should then
combine the modality-specific representations. Its
performance should be directly compared with the
best-performing unimodal model and with simpler
fusion approaches. This comparison is essential
because multimodal complexity is justified only if
it provides meaningful improvements. The eighth
stage focuses on anomaly detection and threat
classification. The research should support both
known-attack classification and unknown-anomaly
detection. Supervised components can classify
recognized attack categories, while unsupervised
components can generate anomaly scores for
previously unseen behavior. A hybrid architecture
can combine the two outputs into a unified intrusion-
intelligence score. The anomaly score should
incorporate evidence from multiple modalities. If one
modality reports an anomaly but all other modalities
remain consistent with normal behavior, the system
may assign moderate risk. If multiple independent
modalities exhibit correlated anomalies, confidence
can increase substantially. This approach provides
a mechanism for evidence accumulation. The
ninth stage involves contextual threat intelligence.
The system should associate detected events with
enterprise context, including asset criticality, user
privileges, service dependencies, and historical
behavior. Where appropriate, external threat
intelligence can be incorporated to enrich detection.
However, external indicators should not be treated as
definitive evidence; they should be combined with
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observed enterprise preprocessing and preliminary
anomaly detection should be performed at edge
nodes. Only relevant features, embeddings, or
suspicious events need behavior.

Results And Discussion

The results of the proposed multimodal artificial
intelligence framework demonstrate that integrating
heterogeneous security data sources can substantially
improve intrusion intelligence across distributed
cloud-edge enterprise environments. Modern
enterprise infrastructures increasingly combine
centralized cloud platforms with edge devices,
remote offices, Internet of Things devices, mobile
endpoints, branch networks, containers, virtual
machines, and distributed applications. These
environments generate security information in
multiple modalities, including network flows,
authentication records, application logs, endpoint
telemetry, API activity, system events, and cloud
audit trails. Conventional intrusion detection systems
frequently analyze these sources independently,
which can result in fragmented visibility and delayed
identification of coordinated attacks. The proposed
multimodal Al approach addresses this limitation
by combining information from different data types
and learning relationships between them. The results
indicate that multimodal analysis provides richer
contextual information than single-source detection
and can improve the identification of complex attacks
distributed across cloud and edge infrastructure. The
preprocessing stage had a significant influence on
the performance of the proposed system. Security
telemetry generated by cloud and edge environments
differs considerably in structure, volume, frequency,
and reliability. Network-flow records contain
numerical traffic characteristics, authentication
logs contain categorical and temporal information,
application logs contain semi-structured messages,
and endpoint telemetry may include process and
resource information. Directly combining these
datasets without appropriate preparation can
introduce inconsistencies and noise. Therefore, the
methodology applies normalization, timestamp
synchronization, duplicate removal, missing-value
handling, categorical encoding, and feature extraction
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before multimodal learning. Temporal alignment is
especially important because coordinated attacks
may generate related events across different systems
within short periods. By placing these events within
a common temporal framework, the system can
identify relationships that would otherwise remain
hidden when individual sources are analyzed
independently.

The results show that individual modalities
provide useful but incomplete evidence. Network
telemetry can reveal abnormal communication,
scanning, traffic spikes, and unusual destination
relationships, but it may not reveal whether the
associated user is authorized. Identity logs can
identify suspicious authentication behaviour but may
not show subsequent network activity. Application
telemetry can reveal unusual API or service
behaviour, while endpoint data can expose suspicious
processes or resource consumption. Multimodal
integration addresses these limitations by correlating
complementary evidence. For example, an unusual
login from a previously unseen location may
initially represent a moderate anomaly. If the same
identity subsequently accesses a sensitive cloud
resource, communicates with an unusual endpoint,
and initiates abnormal data transfers, the combined
evidence provides substantially stronger support for
an intrusion hypothesis. This demonstrates the central
advantage of multimodal intrusion intelligence:
individual weak signals can become a strong security
indicator when interpreted collectively. The deep-
learning component demonstrated strong potential
for learning relationships across heterogeneous
security features. Multimodal architectures can
use separate processing pathways for different
data types before combining their representations
through a fusion mechanism. Network features
can be processed through numerical or sequential
models, log information can be represented using
language-oriented techniques, and temporal events
can be processed through sequence models. The
resulting representations can then be fused into a
shared security representation.

The framework also demonstrated improved
detection of distributed and multi-stage attacks.
Sophisticated attacks often cross multiple security
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domains. An attacker may initially compromise an
edge device, obtain credentials, access a cloud service,
move laterally through an enterprise network, and
attempt to reach sensitive data. No single telemetry
source necessarily provides enough information
to recognize the entire attack. Multimodal Al can
correlate the sequence of events across edge and
cloud systems and identify the relationships between
them. This capability is particularly valuable for
detecting lateral movement, credential abuse,
command-and-control activity, and coordinated
data-exfiltration attempts. The results suggest that
multimodal analysis can provide earlier indications of
attack progression because it does not require every
stage of an intrusion to generate a strong individual
alert. Another significant outcome is the reduction of
false positives. Distributed enterprise environments
produce numerous legitimate anomalies due to
workload scaling, software updates, device mobility,
changing user behaviour, network interruptions,
and scheduled maintenance. A single modality may
incorrectly interpret these activities as suspicious.
Multimodal reasoning provides additional context
that can distinguish operational changes from
genuine threats. For example, an increase in traffic
generated by a newly deployed application may appear
anomalous in network telemetry, but corresponding
deployment events and authorized infrastructure
changes can indicate that the activity is legitimate.
Similarly, a user accessing a new resource may
appear suspicious, but identity and organizational-
role information may demonstrate that the access
is consistent with a newly assigned responsibility.
This contextual capability can significantly improve
alert quality.

Performance evaluation should consider multiple
metrics because cybersecurity datasets are often
highly imbalanced. Overall accuracy alone may
provide an unrealistic representation of security
performance because normal events usually
outnumber malicious events by a large margin.
Precision, recall, F1-score, false-positive rate, false-
negative rate, area under the receiver operating
characteristic curve, and detection latency provide
more meaningful evaluation criteria. The proposed
multimodal framework demonstrates potential for
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improving recall without producing an unacceptable
increase in false positives. High recall is particularly
important in security applications because undetected
attacks can result in substantial damage. At the same
time, maintaining reasonable precision is necessary
to prevent security analysts from being overwhelmed
by unnecessary alerts. The results further indicate
that multimodal Al can improve threat prioritization.
Not every detected anomaly represents an equally
serious security risk. An unusual event involving
a low-value edge device may require monitoring,
while similar behaviour involving a privileged
identity and a critical cloud database may require
immediate intervention. By incorporating asset
criticality, user identity, event relationships, historical
behaviour, and threat intelligence, the framework can
generate contextual risk scores. This allows security
operations teams to prioritize high-impact events
and allocate investigation resources more efficiently.
Risk-based prioritization is particularly important
in distributed environments because the volume of
security events can increase rapidly as the number of
connected devices and cloud services grows.

Conclusion

The study concludes that multimodal artificial
intelligence can significantly strengthen intrusion
intelligence and security monitoring across distributed
cloud-edge enterprise systems. The rapid expansion
of cloud computing, edge computing, remote work,
connected devices, microservices, and distributed
applications has created an environment in which
enterprise resources are no longer concentrated
within a single controlled network perimeter.
Security-relevant events are distributed across cloud
platforms, edge devices, endpoints, applications,
identities, APIs, and network infrastructure. This
fragmentation makes it difficult for conventional
intrusion detection systems to develop a complete
understanding of security incidents. The proposed
multimodal Al framework addresses this challenge
by combining heterogeneous security telemetry
and using deep-learning techniques to identify
relationships among events across different
infrastructure layers. One of the most important
conclusions is that no single security data source
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is sufficient to provide comprehensive intrusion
intelligence. Network data can identify suspicious
communication patterns, but it may lack information
about user intent or authorization. Identity telemetry
can reveal abnormal authentication activity but
may not explain subsequent application behaviour.
Endpoint data can expose suspicious processes,
while application logs can reveal abnormal API
or service interactions. Multimodal AI combines
these complementary perspectives and creates a
more complete representation of security activity.
This allows multiple weak signals to be correlated
into a stronger threat hypothesis. Consequently,
the proposed approach moves beyond isolated alert
generation toward contextual security intelligence.
The research also demonstrates that temporal
relationships are critical for detecting sophisticated
attacks. Many cyberattacks occur as sequences of
actions rather than isolated events. An attacker may
compromise an edge device, obtain credentials,
access an internal service, escalate privileges, move
laterally, and attempt to exfiltrate sensitive data. Each
action may appear relatively normal when analyzed
independently. Multimodal learning enables the
system to examine these actions collectively and
recognize patterns associated with coordinated
intrusion activity. This capability is especially
valuable for advanced persistent threats and other
attacks that deliberately avoid generating obvious
indicators. Another important conclusion concerns
false-positive reduction. Cloud-edge environments
experience frequent legitimate changes, including
software deployments, workload scaling, device
mobility, configuration changes, maintenance
operations, and changing user behaviour. A security
system that evaluates events without sufficient
context may incorrectly classify these changes
as malicious. Multimodal AI provides additional
evidence that can distinguish legitimate operational
changes from genuine security anomalies. By
correlating network, identity, endpoint, application,
and cloud events, the system can develop a more
accurate understanding of the context surrounding
a suspicious activity. This can reduce unnecessary
alerts and improve the efficiency of security
operations teams. The study further concludes that
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multimodal Al can improve threat prioritization.
The significance of an anomaly depends not only on
its technical characteristics but also on the identity
involved, the affected resource, asset criticality,
historical behaviour, and relationships with other
events. A contextual risk model can combine these
factors to assign meaningful priorities. High-risk
events involving privileged accounts or critical cloud
resources can receive immediate attention, while
lower-risk deviations can be monitored without
triggering disruptive responses. Such prioritization is
essential for enterprise environments where security
teams must process very large numbers of events.
Edge computing introduces an important
architectural advantage as well as several challenges.
Performing initial analysis near the data source
can reduce communication latency and bandwidth
requirements. Localized inference can enable faster
detection of threats affecting edge devices and branch
environments. However, edge systems may have
limited computational resources and intermittent
connectivity. Maintaining consistent models across
distributed locations can also be difficult. The study
therefore concludes that future cloud-edge security
architectures should combine lightweight local
intelligence with centralized security coordination.
Such a distributed approach can provide both rapid
local response and organization-wide threat visibility.
Privacy and data governance are equally important.
Multimodal security systems can process information
that reveals sensitive details about users, applications,
infrastructure, and organizational activity.
Centralizing all such data may increase privacy and
security risks. The use of localized processing, data
minimization, encryption, strict access control, and
federated learning can reduce these risks. However,
privacy-preserving machine learning introduces
additional technical challenges, particularly when
distributed datasets differ significantly or when
malicious participants attempt to manipulate model
updates. Secure aggregation, participant validation,
and robust learning mechanisms should therefore
accompany federated approaches. Explainability
is another fundamental requirement. A security
analyst should not be required to trust a multimodal
model solely because it produces a high numerical
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confidence score. Effective systems should identify
which modalities contributed to the decision and
explain the relationships between relevant events.
For example, an alert could show that an abnormal
login, unusual endpoint behaviour, unexpected cloud
access, and suspicious network communication
jointly contributed to the threat classification. Such
explanations can accelerate investigations, improve
analyst confidence, and support security governance.

Future Work

Future research should focus on improving the
adaptability, scalability, privacy, explainability, and
adversarial resilience of multimodal Al for distributed
cloud-edge security. One important direction is the
development of advanced multimodal architectures
capable of jointly processing network flows, natural-
language security logs, endpoint telemetry, identity
events, application traces, and cloud audit data
while preserving temporal relationships between
events. Graph-based learning could be incorporated
to represent relationships among users, devices,
services, applications, and cloud resources, enabling
more effective detection of lateral movement and
coordinated attacks. Future research should also
investigate federated and privacy-preserving learning
so that edge devices and cloud environments can
collaboratively improve detection models without
transferring sensitive raw telemetry. Adaptive and
continual learning will be necessary to address
concept drift caused by changing workloads, new
applications, device mobility, and evolving attacker
behaviour.

Research should additionally examine adversarial
attacks against multimodal systems, including
manipulated logs, poisoned training data, and
deliberately crafted cross-modal inconsistencies.
Robust training, uncertainty estimation, trusted
data pipelines, and model-integrity monitoring
could improve resilience. Another priority is
explainable multimodal Al, where security analysts
receive modality-level explanations showing how
network, identity, endpoint, and application evidence
contributed to a final threat assessment.

Future systems should also integrate real-
time threat intelligence and automated response
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mechanisms while maintaining human approval for
high-impact actions. Large-scale evaluations should
use realistic multi-cloud and edge environments
and assess precision, recall, F1-score, false-positive
rate, detection latency, computational overhead,
bandwidth consumption, scalability, privacy
protection, and response effectiveness. The long-term
objective should be an adaptive cloud-edge security
ecosystem capable of continuously correlating
distributed evidence, learning from emerging
threats, protecting sensitive telemetry, explaining
its decisions, and supporting rapid, proportionate
responses while maintaining the availability and
reliability of critical enterprise services.
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